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NCC Group sponsors
aviation security
research project at
Cranfield University

We’re proud to be sponsoring a new ‘Secure Access Control in Smart
Airports’ PhD project with Cranfield University, focusing on advancing cyber
security research in this area across the UK aviation industry.
As digital innovation and automation continues to drive the advancement of
the connected airport in order to enhance and improve passenger
experience, both physical and cyber security remains a number one priority
for airport operators.
Through the development of intelligent algorithms, data analytics and
machine learning, the PhD research project will aim to improve the access
control security posture of smart airports using advanced detection
techniques.
The project will aim to identify new approaches and best practice in
developing novel detection solutions that can be adopted by UK airports,
including the establishment of an agreed framework for the disclosure of
vulnerabilities.
With a dedicated Transport Assurance Practice, we have extensive
experience in digital aviation security and, over the years, have developed
bespoke tools to test and improve the security of the transport industry,
working with many of the world’s largest manufacturers.
As part of the sponsorship, our aviation specialists will provide knowledge,
expertise and guidance to including methodologies and techniques for
reviewing, modelling, assessing and testing of hardware, networks and
system control.
Lawrence Baker, Aerospace Technical Lead, NCC Group comments: “This is
one of many academic outreach programmes that NCC Group has
championed across the transport sector. Through programmes such as
these, we work to understand how technology could be used and abused by
adversaries looking to disrupt critical national infrastructure or networks
and how we can get ahead of the game by way of defensive measures,
and/or provision of guidance to legislation and regulation.
“Collaboration between the cyber security industry and academia is vital to
help advance research. We’re extremely proud to be partnering with
Cranfield University, and look forward to working with them on this project
as we help the aviation sector to identify and manage the cyber risks facing
the industry today.”
Dr Saba Al-Rubaye, Senior Lecturer leading the project in the School of
Aerospace, Transport and Manufacturing at Cranfield University adds: “The
combination of our range of specialist research facilities including the
Digital Aviation Research and Technology Centre (DARTeC) and Cranfield
Airport with the knowledge and experience of NCC Group’s transport team
makes this an exciting project to be part of. We are looking forward to

seeing how we can work together to advance aviation cyber security
research and make a difference to the future of the industry.”
The research project is part of the Future Aviation Security Solutions (FASS)
programme - a joint initiative between the Department for Transport and
the Home Office which offers funding to universities through Industrial PhD
Partnership (IPP) grants.
For more details, please visit
https://www.cranfield.ac.uk/research/phd/secure-access-control-in-smartairports-phd
About Cranfield University
Cranfield is a specialist postgraduate university and a global leader for
education and transformational research in technology and management.
With over 50 years’ experience in transport, including the aviation,
automotive, motorsport, military and marine sectors, it is one of the few
universities in the world to have its own airport offering a unique
environment for transformational research. Its education and awardwinning research covers all modes of vehicles and transport across
technology, engineering and management, including sustainable transport
and intelligent mobility. Its world-class facilities include high-performance
wind tunnels, an off-road vehicle dynamics facility, a crash impact test
centre (one of just two FIA (Federation Internationale de l’Automobile)
approved test centres in the world) and its accident investigation
laboratory, which is dedicated to its work in aviation, marine and rail safety
and the only accident investigation laboratory of its type outside the United
States. A new £65 million Digital Aviation Research and Technology Centre
is being built at Cranfield to spearhead the UK’s research into digital
aviation technology. In 2018, Cranfield Airport became the first in the UK to
have an operational digital air traffic control centre, replicating what can be
seen through the windows of a traditional air traffic control tower via a live
feed using HD cameras and sensors.
To find out more, please visit: www.cranfield.ac.uk/transportsystems

About NCC Group
NCC Group exists to make the world safer and more secure.
As global experts in cyber security and risk mitigation, NCC Group is trusted
by over 15,000 clients worldwide to protect their most critical assets from
the ever-changing threat landscape.
With the company’s knowledge, experience and global footprint, it is best

placed to help businesses identify, assess, mitigate and respond to the
evolving cyber risks they face.
To support its mission, NCC Group continually invests in research and
innovation, and is passionate about developing the next generation of cyber
scientists.
With over 1,800 colleagues in 12 countries, NCC Group has a significant
market presence in North America, continental Europe and the UK, and a
rapidly growing footprint in Asia Pacific with offices in Australia and
Singapore.
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