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COURSE SPECIFICATION

Cranfield University: Course Specifications
Course specifications outline the content and structure of a course leading to an award of Cranfield
University. This version of the course specification has been approved by Education Committee and
every effort has been made to ensure the accuracy of the information.

| COURSE TITLE: Postgraduate Certificate Defence and Security Export

| Date of first publication/latest revision:

January 2023

1. What is the course?

Course information

Course Title

Defence and Security Export

Course code

PCDSEPTC, SPDSEPTC

Academic Year 2022/2023

Valid entry routes PgCert, Short Courses for Credit
Additional exit routes PgCert

Mode of delivery Part-time

Location(s)' of Study Cranfield

School(s) Defence and Security and School of Management
Theme Defence and Security
Centre Centre for Defence Management and Leadership

Course Director

Professor Ron Matthews

Awarding Body

Cranfield University

Is this an AP Contract

course?

course?? No
Is this course offered as a No
Cranfield Mastership?
Apprenticeship Standard N/A
the course is mapped to

Is the Degree

apprenticeship integrated N/A
or non-integrated?

Is the Mastership offered

as an open and/or closed N/A

Teaching Institution

Cranfield University

T'If any part of this course is delivered at another site, please note which one(s) here
2 AP Contract courses are provided by Cranfield University to the MoD as part of the Academic Provider contract
1
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Admissions body Cranfield University

Entry requirements Standard University Entry Requirements

UK Qualifications
Framework Level

QAA FHEQ Level 7

Benchmark Statement(s) Business and Management

Registration Period(s) 24 Months: registration extends across two years to allow for
available flexibility in student study scheduling

Course Start Month(s) January

Institutions delivering the course

This course is delivered by Cranfield University academics. The research interests and teaching
expertise of those from the Centre for Defence Management and Leadership include a range of defence
management topics, such as defence exports, export control and compliance and research
methodology. Marketing and negotiation skills will be taught by academics from the Department of
Marketing at the School of Management, Cranfield campus.

Cranfield University interacts with the following institutions and in the following ways:

There will be contributions from visiting lecturers who are leading practitioners in the field sourced from a
range of defence and security sector organisations as appropriate to the course.

Cranfield University remains fully responsible for the quality of the delivery of the course.
Accreditation by Public, Statutory or Regulatory Bodies (PSRBs)

The course is not currently accredited by any external body.

|

2. What are the aims of the course?

Cranfield University offers this course in order to:

¢ Provide a qualification, appropriate to defence and security marketing professionals plus industrial,
government and military business and export control executives.

o Offer niche, skill-based, modules to defence and security executives and government officials,

e Exploit the enormous global economic and educational opportunities stemming from BREXIT, and
the government's contemporary priority on export promotion.

This programme is intended for the following range of students:

e Existing sales, marketing and export control employees in defence, aerospace and security
industrial companies

e Armed forces personnel aiming to equip themselves with relevant commercial defence and
security expertise, reflected via a respected university postgraduate qualification to enhance
career prospects in MoD staff postings and post-service commercial appointments

e Civil service personnel working in export-driven government departments, such as the MoD,
UKTI and BEIS.

3. What should students expect to achieve in completing the course?

Award intended learning outcomes (ILOs) (skills and knowledge).
2
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In completing this course, and achieving the associated award, a diligent student should be able to:

ILO 1. Evaluate the conceptual, contextual and policy-relevant backdrop to the field of defence
and security marketing, including legal and political considerations, export finance, due diligence
and offset requirements and strategic trade and export controls

ILO 2. Examine defence and security marketing data, analyse and interpret country risks and
trends, and critically evaluate real and potential business opportunities and threats, linked to
appropriate offset strategies, to shape successful marketing campaigns

ILO 3. Apply the skills necessary to undertake successful identification of defence and security
market prospects, produce an appropriate marketing plan and pursue the deal through effective
negotiation to achieve acceptable contractual outcomes

ILO 4. Analyse the institutional constraints to defence and security trade from both national
government legislation and supra-national organisations, such as the EU, UN, Wassenaar
Arrangement and the Missile Technology Control Regime (MTCR).

ILO 5. Apply the research and methodological skills acquired to source and analyse the
evidence to prove or refute arguments on which policy positions and corporate decision-making
are based

4. How is the course taught?

PgCert and short course students will be supported in their learning and personal development through
the appointment of academic mentors.

A multi-layered approach to learning is provided, employing formal lectures designed to encourage and
provoke student participation. There will also be syndicated discussions leading to group presentations
on relevant and applied topics. All modules will provide formative learning activities. An additional
important dimension of the learning process will be visiting lectures from expert practitioners possessing
substantial experience gained from the various industrial and governmental defence and security
marketing domains.

5. What do students need to achieve in order to graduate?

Notwithstanding University Regulations and the authorities and powers exercised by examiners,
students will normally need to demonstrate achievement in the elements of the course, as laid out in
Section 7. Courses are structured through the accumulation of credit, where 1 credit represents 10
notional learning hours.

In brief, students will normally need to achieve the following in order to be awarded the qualifications:

A. Postgraduate Certificate
The accumulation of 60 credits (or more) through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:
Modules 1-7 60

ELECTIVE MODULES:

TOTAL: 60

If a student does not meet the required standards for the award, the examiners for the programme may
decide to offer a lower award associated with the programme, providing that a lower exit award exists
and the student meets the requirements of that lower award.

3
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Pass Criteria
The University operates standard pass criteria which can be found in the Senate Handbook on
Assessment Rules.

In order to achieve your award, you are required to achieve:

e An overall average mark of 250%;

e An average mark of 250% across the taught assessment;

e All assessments need to be completed and the minimum mark attained: no more than one failure
to complete an assessment (as defined in Section 2.3) will be permitted throughout the course of
your studies (Please note that the board of examiners does not have discretion to overrule this
limit, but can refer a case to Senate’s Education Committee); 4

e For Taught Assessments, the minimum mark for each individual taught assessment on the first
attempt for the significant majority of the taught assessments, noting that:

o if you fail to attain the minimum mark for up to 30 learning credits, you will be permitted to
re-take all of those assessments (except for circumstances where a resit award capped at
50% would be insufficient to achieve an overall average mark of 250% across the taught
assessments);

o if, having failed to attain the minimum mark for 30 learning credits, you fail to obtain the
minimum mark for any additional learning credits over the course of your studies you will
be disqualified from the right to re-take the assessments: this will normally result in intended
award failure. (Please note the board of examiners may at its discretion overrule this limit,
but this is not an automatic right);

o itis not permissible for you to fail an elective module and then proceed to take a different
elective module in its place.

o For Substantial pieces of assessment (corresponding to 240 credits, which are not part of the
taught assessment average), the pass mark of 250% (where they exist);

e For the thesis, a mark of 250% in order to receive a pass (where it exists).

6. How is the course structured?

Part-time students register for the course in January and are normally expected to complete the course
within one year, though flexibility is provided through the students being able to spread their study across
the two year registration period. The first residential school covers modules 1 and 2. Module 1 provides
the study induction and Module 2 provides the contextual relevance, and therefore both Modules 1 and 2
are pre-requisites for the modules that follow.

Students will be required to attend an opening five-day residential school (to include the SOM induction
day and Modules 1 and 2) followed by three three-day and one four day residential schools held
between January and September each year. All schools will be located at the Cranfield Campus. The
period October - December will be dedicated to the Independent Study Project.

8 For students who were registered before 1 August 2015, the requirement to obtain a minimum mark for a taught
assessment will not apply for taught assessment taken before 31 August 2015 (unless the assessment was
designated as a “key assessment” under the previous Assessment Rules).

4 Providing the minimum mark is met, a mark of 40-49% will be automatically compensated if a student’s overall
average taught assessment mark (including the failed assessment) is greater than 50%. Students are advised,
however, that they retain the right to re-take an assessment with a mark of <40% (but should note that a re-take
attempt will be capped at 50%), as long as they haven’t failed more than 30 credits. At the discretion of the
Board of Examiners or by Board of Examiners Chair's Actions a student may be permitted a re-take attempt of
modules in the range of 40-49% only if the average mark of their other taught modules would not allow them to
qualify for their award (<50%).
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7. Course Level Assessment Strategy®

The PgCert DSE is designed to have a practical bias, with a student participants targeted on mid-career
sales, export and control and compliance defence and aerospace professionals. Learning is expected to
occur through class debate via shared experiences. The structure of the programme is meant to be
flexible, with busy delegates able to mix and match their module attendance over a two year registration
period. Accordingly, only the first module, Legal, Ethical and Political Defence Frameworks, is a
prerequisite. The five taught modules are skill based, and cover such topics as Defence Marketing,
Negotiations, Defence and Security Offset and Strategic Export Control and Compliance. This Cranfield
export-oriented course of study is the only one of its kind in the UK, if not in Europe. All the taught
modules have a 2,500 word assignment as the principal summative assessment. The time periods
devoted to student research and assignment writing are equi-distant between each of the residential
schools, averaging a preparatory time periods of around two months. The assignment topics are framed
to have relevance to the host module's subject matter. There are several directed assignment topics, but
additionally in one or two of the modules there is a self-select question where students can choose an
assignment topic themselves, subject to the caveat that it must fall within the parameters of the module's
syllabus. Such topics will need to be cleared by the module manager. The teaching structure of each of
the taught modules is informed by the module ILOs. The material is delivered not so much through
formal lectures but rather by guided class debate, with the expectation that students will contribute their
knowledge and practical experience to question the applicability of accepted theory. Student participation
in learning exercises, such as syndicate discussion, student presentation, strategy evaluation, case
study analysis, reflective writing, quizzes and technology driven exercises, are integrated into the three-
day module residential schools. The cohorts are populated by mature and confident executives, and thus
this participatory and interactive process is characterised by high levels of problem-solving, refined
organisational and managerial leadership, precise articulation of policy challenges and exceptional
communication skills. The taught module topics are interrelated but diverse, and this helps to foster
adaptability, flexibility and lateral thinking amongst the students. The module leader is expected to make
regular interventions in these formative learning exercises, providing guidance and alternative
perspectives. The module leaders are also expected to provide copious, insightful and constructive
critical feedback on student summative graded assignment submissions. The sixth module is the
Independent Study Project (ISP). This is a 4,000 word report based on a student self-selected topic
chosen after consultation with the sponsoring company. It is expected to be a mini-consultancy exercise,
researching a topic of professional relevance and applicability to the student's employing institution.
While awareness of the appropriate scholarship is important and should be demonstrated in the report,
the ISP is not meant to be an academic dissertation. Rather, it should be written as an analytical thought
piece focused on a practical problem, leading to policy-related conclusions and recommendations. The
ISP is intended to reflect the culmination of learning from the previous five modules. The students will be
supported in their research and writing endeavours by a focused research methodology half day session
just prior to their engagement on ISP research. This session acts to complement the half-day study skills
session the students received as part of their induction during the first residential school.

5 Guidance to aid colleagues writing or updating a course-level assessment strategy for inclusion in the Course Specification
can be found as Appendix K in either the Senate Handbook on Setting up a New Taught Course or the Senate Handbook on
Managing Taught Courses https://intranet.cranfield.ac.uk/EducationServices/Pages/SenateHandbooksA-Z.aspx

5

Defence and Security Export COURSE SPECIFICATION

Page 7 of 378



Course modules

The following modules outline all parts of the programme leading to Postgraduate Certificate. Other awards associated with the course include some or all
of these modules.
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8 Please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice

7 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)

8 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.

9 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education

0 For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
androgogical reason and where each element forms part of a continuous learning and assessment experience for students.

1 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.

2 Please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Please list all modules that are used by another existing course.

Module code Module title Course that Other course(s)/
owns the module | programme(s) that use the
module
R-DMR-LEPDSF Legal, Ethical and Defence and Executive MBA (Defence
Political Defence and Security Export Export option)

Security Frameworks
Defence and Security

Programme
R-DMR-N Negotiations Defence and Defence and Security
Security Export Programme
MXM/DEF Defence Export Executive MBA Defence and Security
Finance (Defence Export Programme
option)
R-DMR-STCC Strategic Trade Defence and Executive MBA (Defence
Controls and Security Export Export option)

Compliance

8. How are the ILOs assessed?

The following assessment types are utilised:

1. Individual written assignments, on an applied relevant topic, will all have a targeted length of
2,500 words.

2. In-class group presentations.
3. There will also be an Independent Study Project conducted as a mini consultancy project within
the student's company, or, if self-funded, a library-based project. The submitted report will be
4,000 words in length.
This approach has been adopted because:
The appropriate assessment strategy is held to comprise assignments to provide the student body with
the opportunity to develop academic writing and research skills in support of the later Independent Study

Project, whilst the group presentations are intended to encourage the sharing of ideas, knowledge and
relevant practical experiences, developing presentation skills.

Assessment and ILO Mapping

Complete the grid below by inserting in the boxes which assessments from the modules directly assess
the Award ILOs.

9
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(Module numbers should correspond with those used in the Course module table above.)

A.
Award | 1 2 3 4 5
ILOs

Modu

No.
2 ICW ICW ICW ICW
3 ICW ICW
4 ICW ICW ICW
5 ICW ICW ICW
6 ICW ICW ICW
7 ICW ICW ICW

9. How will the University assure the quality of the provision?

New course proposals are reviewed by a Course Validation Panel, comprising at least the following
membership: normally one subject matter expert external to the School or University, at least 3 academic
staff not associated with the proposal. The Panel may include 1 member of professional staff. Panels
are supported by an appropriately trained Secretary who provides authoritative guidance on policy and
procedure to the Panel. Proposals are reviewed in line with the UK Quality Code for Higher Education.
New courses are ultimately approved by the University’s Education Committee, on behalf of Senate.

Course changes are approved by the School’s Director of Education on behalf of Education Committee
and Senate. Significant changes to a course will be referred to a Course Review Panel at the discretion
of the Director of Education.

The University has in place regular monitoring procedures for quality assurance including an Annual
Reflective Review for each course and an in depth 6 year review of each School’s (total) educational
provision known as the Senate Review.

Each course has at least one External Examiner who monitors all aspects of the assessment process.
This is in line with the guiding principles to meet the Expectations and Core Practices of the UK Quality
Code for Higher Education. External examining is one of the principal means for maintaining UK
threshold academic standards within autonomous higher education institutions.

Each course has a formally constituted Examination Board, which includes the External Examiner, and
which is responsible for ensuring that awards are made within the Regulations of the University and that
students are made awards on the basis of meeting the specified Intended Learning Outcomes of a
course at the appropriate standard.

Each course has a formally constituted Course Committee which meets at least twice a year to discuss,
inter alia, programme design and planning, the student experience (including feedback) and student
progress.

Each course has an Industry Advisory Panel (or similar) which meets at least once a year to engage with
external stakeholders on curriculum design and currency of course content.

Student feedback both qualitative and quantitative is collected for each module studied. In addition
students are invited to participate in the University’s annual New Student Survey and Student
Satisfaction Survey along with the annual national Postgraduate Taught Student Experience Survey.
The results of all feedback are considered by the Course Committee and additionally, in respect of the

10
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University and national surveys, issues of quality are considered by and acted on where appropriate by
the Education Committee, Senate, School and University Executives.

New Partnership arrangements are considered in two stages:

1. The University Executive is responsible for ensuring appropriate due diligence has been
undertaken in respect of the University’s legal, financial, reputational and ethical responsibilities.

2. A Partnership Delivery Approval Panel then considers whether the proposal meets the UK
Quality Code for Higher Education. The delivery of new partnership provision is ultimately
approved by the Universities Education Committee, on behalf of Senate.

Year one partnership reviews are undertaken one year after the initiation of a new partnership
involving academic (award bearing) provision. The aim is to provide a supportive framework to assist
the Sponsoring School and its new Partner Institution to work collaboratively to ensure that: the
learning and teaching provision and associated student experiences are of a high standard; and that
those responsible for delivering the provision are undertaking their respective roles and
responsibilities in an appropriate way.

As part of the regular monitoring procedures for established collaborative partnerships, in addition to
the Annual Reflective Review there is an Annual Operating Statement and a 5 year review known as
a Focused Review which looks at each partnership in depth. Occasional site inspection visits are
also made.

10. What opportunities are graduates likely to have on completing the course?

As this is a new course we cannot give evidence of the employment destinations of recent graduates.
However, the PgCert in Defence and Security marketing will be attractive to employers seeking skilled
personnel in the sales and marketing arena of defence, aerospace and security organisations. The
knowledge and skills acquired on the PgCert will reflect learning in the key areas of marketing
management, specifically related to the defence, aerospace and security sectors and as such will be
highly attractive to employers.

There are three reasons why career advancement will be strengthened by taking the PgCert. Firstly, it is
the only qualification on the market that offers dedicated learning with respect to defence and security
marketing. Secondly, the combination of module topics is appropriate to the skill requirements of
marketing executives and government officials seeking to specialise in this field. Thirdly, it is the only
course that offers tuition and training specifically geared towards defence and security trade control and
compliance, representing essential knowledge for those working in this area of endeavour.

11
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COURSE SPECIFICATION

Cranfield University: Course Specifications

Course specifications outline the content and structure of a course leading to an award of Cranfield
University. This version of the course specification has been approved by Education Committee and
every effort has been made to ensure the accuracy of the information.

| Date of first publication/latest revision:

March 2022

1. What is the course?

Course information

Course Title

MSc in Defence and Security (Engineering)

MSc in Defence and Security (Leadership and Management)
with a pathway option in Leadership and Security

MSc in Defence and Security (Technology)

Course code

Defence and Security (Engineering) —
MSc, PgDip and PgCert

MSDENPTR, PDDENPTR, PCDENPTR

Defence and Security (Engineering)
Aero Systems pathway — MSc, PgDip
and PgCert— Not open to new entrants

MSDEAPTR, PDDEAPTR, PCDEAPTR

Defence and Security (Leadership and
Management) — MSc, PgDip and PgCert

MSDLEPTR, PDDLEPTR, PCDLEPTR

Defence and Security (Leadership and
Management) Leadership and Security
pathway— MSc, PgDip and PgCert

MSDLDPTR, PDDLDPTR, PCDLDPTR

Defence and Security (Leadership and
Management) — MSc and PgCert

MSCDLPTR, PCCDLPTR

Defence and Security (Technology) —
MSc, PgDip and PgCert

MSDTEPTR, PDDTEPTR, PCDTEPTR

Defence and Security (Technology) —
MSc and PgCert

MSCDTPTR, PCCDTPTR

Defence and Security — Short Course
for Credit

SPDSPPTR

Capstone route — (Not available for
Academic Year 2022/2023)

Defence and Security (Engineering) —
MSc and PgCert

MSCDEPTR, PCCDEPTR

Academic Year

2022-2023

Valid entry routes,

e MSc, PgDip, PgCert in Defence and Security (Engineering)

e MSc, MSc Capstone, PgDip, PgCert in Defence and Security (Leadership and

Management)

e MSc, MSc Capstone, PgDip, PgCert in Defence and Security (Technology)

Additional exit routes

PgCert (MSc and MSc Capstone route), PgDip (MSc route only)

Mode of delivery

Part-time

Location(s)! of Study

Shrivenham or Cranfield and online. The Leadership and Security pathway is delivered

fully online

T'If any part of this course is delivered at another site, please note which one(s) here

Defence and Security Programme course specification: Version 2, March 2022
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School(s)

Cranfield Defence and Security

Theme

Cranfield Defence and Security

Centre

Engineering, Leadership and Management, Leadership and Security and Technology

Programme Director

Sean Price

Course Director

e Dr Ifti Zaidi (Leadership and Management stream, Leadership & Security
pathway)
e Dr Tim Ferris (Engineering and Technology streams)

Awarding Body

Cranfield University

Is this an AP
Contract course??

No

Is this course offered
as a Cranfield
Mastership?

No

Apprenticeship
Standard the course
is mapped to

N/A

Is the Degree
apprenticeship
integrated or non-
integrated?

N/A

Is the Mastership
offered as an open
and/or closed
course?

N/A

Teaching Institution

Cranfield University

Admissions body

Cranfield University

Entry requirements

The Standard University Entry Requirements as dictated by the course.

Leadership and Management stream and associated pathway normally requires IELTS
6.5. All other courses and pathways normally require IELTS 7.

The Aero Systems pathway additionally requires students to attend the Pre-sessional
2-week course studies in August.

UK Qualifications
Framework Level

QAA FHEQ level 7 (Masters)

Benchmark
Statement(s)

N/A

Registration
Period(s) available

Part Time: 3 years MSc, 2 years PgDip and PgCert,

Course Start
Month(s)

e September
e Additional intake in April for Leadership and Management (including
associated pathways)

Institutions delivering the course

This course is delivered by Cranfield Defence and Security where the research interests include:

Armour systems, CBRN, Counter IED, Computing, Simulation and Modelling, Digital Forensics, Defence
Information Systems, Defence Manufacturing, Defence Sensors, Defence Systems Engineering, Test and
Evaluation, Defence Training Analysis, Gun Technologies, Vehicle Engineering and Mobility and Weapons

Engineering

2 AP Contract courses are provided by Cranfield University to the MoD as part of the Academic Provider contract
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Cranfield University interacts with the following institutions and in the following ways:

As part of the course is delivered at the Defence Academy, students have access to the facilities
onsite and to current serving MOD military and civilian staff.

Students can arrange to make visits to a number of military venues.

All of our industrial students are sponsored by their employers, who provide direct support to the
course in the form of informal input to theses and provision of information to support coursework
and projects

Cranfield University remains fully responsible for the quality of the delivery of the course.

Accreditation by Public, Statutory or Regulatory Bodies (PSRBs)

This course is not accredited by any external bodies.

2. What are the aims of the course?

Cranfield University offers the above courses with additional pathways to provide flexible education
suitable for a range of learners engaged in the complex and evolving defence and security
environment.

It enables tailored learning pathways with choice of electives to meet the demands of learners
across their career as well as meeting varying employer requirements.

All courses and pathways have common core modules providing essential professional
competencies. Each course and pathway further provides depth in specialist topics aligned with
their relevant range of disciplines

This programme is intended for the following range of students:

Recent graduates wishing to extend their knowledge and skill within the domains of technology,
engineering and leadership and management

Experienced and or qualified engineers, scientists, managers or leaders wishing to extend their
skills or apply them in new areas

3. Dual Accreditation

The Defence and Security Programme is recognised by City & Guild through the Institute of Leadership
and Management (ILM) and carries a professional level 7 accreditation. The additional certification is only
available to those students who opt-in and complete the registration process with the Institute of
Leadership and Management (ILM). On successful completion of the course, students will receive the

award as indicated below:

Exiting with PgCert: ILM Level 7 Award in Leadership and Management.
Exiting with PgDip: ILM Level 7 Certificate in Leadership and Management.
Exiting with MSc: ILM Level 7 Diploma in Leadership and Management.

The accreditation is available to all streams and pathways.

4. What should students expect to achieve in completing the course?

Award intended learning outcomes (ILOs) (skills and knowledge).

A. Postgraduate Certificate in Defence and Security (Engineering) including the Aero Systems
pathway

Defence and Security Programme course specification: Version 2, March 2022
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Postgraduate Certificate in Defence and Security (Leadership and Management) including the
Leadership and Security pathway

Postgraduate Certificate in Defence and Security (Technology)

Level 7 Award in Leadership and Management (ILM registered students only)

In completing this course, and achieving the associated award, a diligent student should be able to:

ILO 1.

ILO 2.

ILO 3.

ILO 4.
ILO 5.

Analyse the principal influences and constraints on the modern Defence and Security
environment.

Assess the impact management and leadership approaches have on the success of the
Defence and Security enterprise, including resilience to change.

Construct a range of models to support decision making within complex Defence and Security
problems at multiple levels of abstraction.

Evaluate the relationship between organisational; behaviour and culture.

Develop Solutions appropriate to Defence and Security as a complex adaptive system.

B. Postgraduate Diploma in Defence and Security (Engineering) including the Aero Systems

pathway

C

In addition to the intended learning outcomes outlined in the Certificate, a diligent student would also be

expected

ILO 6.
ILO 7.

ILO 8.
ILO 9.
ILO 10.

to:

Evaluate and apply concepts to a range of defence engineering challenges.

Apply appropriate engineering analysis methods for solving complex defence engineering
problems.

Develop innovative designs for defence products, systems, components or processes.
Analyse new and emerging technologies to address current and future defence needs.
Assess the ethical and regulatory requirements of engineering within a defence context.

Postgraduate Diploma in Defence and Security (Leadership and Management) including the
Leadership and Security pathway

In addition to the intended learning outcomes outlined in the Certificate, a diligent student would also be

expected to:

ILO 11.

ILO 12.
ILO 13.

ILO 14.

Evaluate and apply management and leadership concepts to a range of complex Defence
and Security challenges.

Apply appropriate analysis methods and tools and techniques for solving complex problems.
Assess risk and uncertainty in complex systems proposing mitigation strategies where
possible.

Develop innovative solutions to current and future Defence and Security challenges.

Postgraduate Diploma in Defence and Security (Technology)

In addition to the intended learning outcomes outlined in the Certificate, a diligent student would also be

expected to:

ILO 15.

ILO 16.

Analyse new and emerging technologies to address current and future Defence and Security
needs.

Apply a range of models and tools to aid decision making for dynamically complex Defence
and Security problems; at multiple levels of abstraction.

Defence and Security Programme course specification: Version 2, March 2022
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ILO 17. Assess risk and uncertainty in complex systems, proposing mitigation strategies where
possible.

ILO 18. Develop innovative solutions for Defence and Security products, systems, components or
processes.

MSc in Defence and Security (Engineering) including the Aero Systems pathway
MSc in Defence and Security (Leadership and Management) including the Leadership and
Security pathway

MSc in Defence and Security (Technology)

Level 7 Diploma in Leadership and Management (ILM registered students only)

In addition to the intended learning outcomes outlined above, a diligent student would also be expected
to:

ILO 19. Acquire, organise, discuss and assess knowledge associated with complex Defence and
Security problems

ILO 20. Plan, organise and undertake a piece of research with appropriate supervision.

ILO 21. Apply appropriate methods, tools techniques and knowledge to a complex problem.

ILO 22. Gather and critically appraise data, and to utilise it within the appropriate academic and
practical context.

ILO 23. Prepare a written submission to effectively communicate findings.

5. How is the course taught?

Students will be supported in their learning and personal development by:
Our education philosophy which is led by the basic principles of:

e Research led teaching through a course team that are active practitioners and researchers

e Technology enhanced learning to maximise the student learning experience

e Learning through a mixture of formative and summative feedback and assessment using a variety
of methods

Full use will be made of blended learning, combining independent distance learning material via the VLE
with online and onsite contact. A wide variety of remote learning methods and materials will be used
across the course. This is structured around a core of recorded lecture material and supporting text, with
additional multimedia methods employed to maximise student learning time and approaches. This may
include audio podcasts and audio-visual multimedia-based resources such as vodcasts and both internal
and externally produces documentaries. Traditional books and academic papers also form a component
of the learning approach mix.

Online Quizzes, hosted on the VLE, enable students to test their understanding of the concepts and
methods used covered in the modules. Where there are deficiencies, the quiz provides instant feedback
and directs the student to the module resources that require further development or improvement to ensure
they are best placed for their summative assessment.

Individual and group exercises, face-to-face or online, will allow students to apply specific methods or
skills, formative feedback will always be given using a combination of pre-prepared answers, peer review
and direct staff feedback. This specific feedback may then be further discussed during asynchronous
discussions or synchronous tutorial sessions.

In many modules case studies are used to illustrate practical and domain specific issues as the course
progresses. In some cases the case studies integrate across modules in the course. This will allow all

Defence and Security Programme course specification: Version 2, March 2022
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students to study the same content and then to apply what they have learned to examples from different
application domains

To maximise student support and feedback a number of approaches to student contact and formative
feedback will feature heavily across the course:

e Self-paced and live online discussion: To ensure full formative feedback and support, students will
have access to VLE hosted discussion forums that will enable peer-to-peer and academic-student
discussion, questions and answers about the concepts and approaches to their work. This may
include discussion of specific exercises or general student questions

e Live online tutorials: real-time discussions with peers and academics delivered online or face-to-
face will allow exchange of ideas, answering of questions and general discussion, providing
academics with an ability to provide constructive dialogue with - and to challenge - students.

e Short Residential workshops will bring together group exercises, review of online discussions and
face to face tutorials. Longer residential workshops will also form a significant part of the workshop
modules.

Dedicated support by Learning Services ensures adoption of consistent online learning design using a
robust suite of developed tools and interactions. This is supplemented with an induction and learner
support online package focussing on study skills and independent learning.

Direct access to the library to supplement the online catalogue and face-to face discussions with staff are
all benefits of this blended approach to learning.

In addition, students will be supported in their learning and personal development:
e Access to a Flexible Education Coordinator for pastoral care and to help in navigating and
choosing modules to ensure appropriate progression. This will include checks for suitability

where learners are taking modules from different streams.

MSc Route (excludes pathways): MSc in Defence and Security (Engineering), MSc in Defence and
Security (Leadership and Management), MSc in Defence and Security (Technology)

Introduction to Leadership and Decision Stakeholder Stream-specific Stream-specific Research
Defence and Management Analysis and Management & elective or across Methods
Security Subport Organisational stream elective
pp Behaviour
10 Credits 10 Credits 10 Credits 10 Credits 10 credits 10 Credits 10 Credits
Stream specific Stream-specific Stream-specific Stream-specific Stream-specific Stream-specific Project/ Thesis
elective elective elective elective elective or across
stream elective
10 credits 10 credits 10 credits 10 credits 10 credits 10 credits 70 Credits

Capstone Route (excludes pathways): MSc in Defence and Security (Engineering), MSc in
Defence and Security (Leadership and Management), MSc in Defence and Security (Technology)
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Introduction Leadership Stakeholder

to Defence and Management
Security Management and
Organisational
Behaviour
10 credits 10 credits 10 credits
Capstone Capstone
Development and Portfolio
Decision Stream Stream Exploitation
Analysis and specific specific
Support elective elective

Leadership and Security pathway of the MSc in Defence and Security (Leadership and
Management)

Notes:
e Only fully online across stream elective modules may be taken.

Aero Systems pathway of the MSc in Defence and Security (Engineering) - for continuing students
only

Leadership and Stakeholder Research Stream specific Stream specific Stream specific
Management Management and Methods elective elective elective Project/ Thesis
Organisational
Behaviour
10 Credits 10 Credits 10 credits 10 Credits 10 Credits 10 Credits
Decision Stream specific Stream specific Stream specific Stream specific Stream specific
Analysis and or across or across elective elective elective
Support stream elective stream elective
80 Credits
10 credits 10 credits 10 credits 10 credits 10 credits 10 Credits

6. What do students need to achieve in order to graduate?
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Notwithstanding University Regulations and the authorities and powers exercised by examiners, students
will normally need to demonstrate achievement in the elements of the course, as laid out in Section 6.
Courses are structured through the accumulation of credit, where 1 credit represents 10 notional learning
hours.

In brief, students will normally need to achieve the following in order to be awarded the qualifications:
A. Postgraduate Certificate in Defence and Security (Engineering), Defence and Security

(Technology), and Defence and Security (Leadership and Management
The accumulation of 60 credits® through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10

ELECTIVE MODULES:

20 credits from the relevant stream 20
Modules Eng: 100 — 199; L&M: 200 — 299; Tech: 300 — 399

TOTAL: 60

B. Postgraduate Diploma in Defence and Security (Engineering), Defence and Security
(Technology) and Defence and Security (Leadership and Management
The accumulation of 120 credits* through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
Research Methods 10
ELECTIVE MODULES:

3 Senate Regulations require a minimum of 60 learning credits to be accumulated for the Award of PgCert. The
number of learning credits for individual courses is set during course validation.

4 Senate Regulations require a minimum of 120 learning credits to be accumulated for the Award of PgDip. The
number of learning credits is set during course validation.
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50 credits from the relevant stream (Eng: 100 — 199; L&M: 200 —299] 70
Tech: 300 — 399) and 20 credits from any stream
Modules 100 — 399 (subject to eligibility and module availability)

TOTAL: 120

C. MSc Taught in Defence and Security (Engineering), Defence and Security (Technology) and
Defence and Security (Leadership and Management

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully

complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits
COMPULSORY MODULES:

Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
Research Methods 10
Thesis 80

ELECTIVE MODULES:

50 credits from the relevant stream (Eng: 100 — 199; L&M: 200 — 299} 70
Tech: 300 — 399) and 20 credits from any stream
Modules 100 — 399 (subject to eligibility and module availability)

TOTAL: 200

D. MSc Capstone in Defence and Security (Engineering), Defence and Security (Leadership
and Management) and Defence and Security (Technology)

Description Credits
COMPULSORY MODULES:

Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisation Behaviour 10
Capstone Development and Exploitation 40
Capstone Portfolio 100
ELECTIVE MODULES:

20 credits from the relevant stream 20
Modules Eng: 100 — 199; L&M: 200 — 299; Tech: 300 — 399

TOTAL: 200

Defence and Security Programme course specification: Version 2, March 2022
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E. Postgraduate Certificate in Defence and Security (Leadership and Management) -
Leadership and Security pathway
The accumulation of 60 credits® through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:
Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
National Security and Emerging Global Trends 10
Introduction to International Law and Use of Force 10
ELECTIVE MODULES:
There are no Elective Modules at the PgCert in L&S Stream 0
TOTAL: 60

F. Postgraduate Diploma in Defence and Security (Leadership and Management) - Leadership

and Security pathway
The accumulation of 120 credits® through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
National Security and Emerging Global Trends 10
Introduction to International Law and Use of Force 10
Research Methods 10
Strategic Leadership in the Security Sector 10
Security Sector Strategy and Policy Development 10
ELECTIVE MODULES:

Elective 1: Any module from Modules, 234, and 267 - 270 10
Elective 2: Any module from Modules 227, 237, 271 - 275 10
Elective 3: Any fully online module from Modules 100-199, 223 — 22§ 10
231, 234-237, 243 — 247,267-275 and 300-399 (as agreed with
Flexible Education Co-ordinator and subject to eligibility and module
availability)

TOTAL: 120

5 Senate Regulations require a minimum of 60 learning credits to be accumulated for the Award of PgCert. The
number of learning credits for individual courses is set during course validation.

6 Senate Regulations require a minimum of 120 learning credits to be accumulated for the Award of PgDip. The
number of learning credits is set during course validation.
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G. MSc in Defence and Security (Leadership and Management) - Leadership and Security
pathway

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully

complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits
COMPULSORY MODULES:
Induction 0
Introduction to Defence and Security 10
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
National Security and Emerging Global Trends 10
Introduction to International Law and Use of Force 10
Research Methods 10
Strategic Leadership in the Security Sector 10
Security Sector Strategy and Policy Development 10
Thesis 80
ELECTIVE MODULES:
Elective 1: Any module from Modules, , 234, and 267 - 270 10
Elective 2: Any module from Modules 227, 237, 271 - 275 10
Elective 3: Any fully online module from Modules 100-199, 223 — 228} 10
231, 234-237, 243 - 247, 267-275 and 300-399 (as agreed with
Flexible Education Co-ordinator and subject to eligibility and module
availability)
TOTAL: 200
H. Postgraduate Certificate Defence and Security (Engineering) - Aero Systems pathway

The accumulation of 60 credits” through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction 0
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
Research Methods 10
ELECTIVE MODULES:

Students must take modules to the value of 20 credits from thg 20
selection below:

Electro-magnetic Propagation & Devices

7 Senate Regulations require a minimum of 60 learning credits to be accumulated for the Award of PgCert. The
number of learning credits for individual courses is set during course validation
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Communication Principles

Electro-optics and Infrared Systems 1
Radar Principles

Guided Weapons

Radar Electronic Warfare

Fundamentals of Modelling and Simulation
Electro-optics and Infrared Systems 2

TOTAL: 60

. Postgraduate Diploma Defence and Security (Engineering) - Aero Systems pathway
The accumulation of 120 credits® through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:
Induction 0
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
Research Methods 10
ELECTIVE MODULES:
Electro-magnetic Propagation & Devices 10
Communication Principles 10
Electro-optics and Infrared Systems 1 10
Radar Principles 10
Guided Weapons 10
Radar Electronic Warfare 10
Fundamentals of Modelling and Simulation 10
Electro-optics and Infrared Systems 2 10
TOTAL: 120
J. MSc Defence and Security (Engineering) - Aero Systems pathway)

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully
complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits
COMPULSORY MODULES:

Induction 0
Leadership and Management 10
Decision Analysis and Support 10
Stakeholder Management and Organisational Behaviour 10
Research Methods 10
Thesis 80
ELECTIVE MODULES:

Electro-magnetic Propagation & Devices 10
Communication Principles 10
Electro-optics and Infrared Systems 1 10

8 Senate Regulations require a minimum of 120 learning credits to be accumulated for the Award of PgDip. The
number of learning credits is set during course validation.
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Radar Principles 10
Guided Weapons 10
Radar Electronic Warfare 10
Fundamentals of Modelling and Simulation 10
Electro-optics and Infrared Systems 2 10
TOTAL: 200

If a student does not meet the required standards for the award, the examiners for the programme may
decide to offer a lower award associated with the programme, providing that a lower exit award exists and
the student meets the requirements of that lower award.

Pass Criteria
The University operates standard pass criteria which can be found in the Senate Handbook on Assessment
Rules.

In order to achieve your award, you are required to achieve:

An overall average mark of 250%;

An average mark of 250% across the taught assessment;

All assessments need to be completed and the minimum mark attained: no more than one failure

to complete an assessment (as defined in Section 2.3) will be permitted throughout the course of

your studies (Please note that the board of examiners does not have discretion to overrule this

limit, but can refer a case to Senate’s Education Committee); °

For Taught Assessments, the minimum mark for each individual taught assessment on the first

attempt for the significant majority of the taught assessments, noting that:

o if you fail to attain the minimum mark for up to 30 learning credits, you will be permitted to
re-take all of those assessments (except for circumstances where a re-sit award capped at
50% would be insufficient to achieve an overall average mark of 250% across the taught
assessments);

o if, having failed to attain the minimum mark for 30 learning credits, you fail to obtain the
minimum mark for any additional learning credits over the course of your studies you will be
disqualified from the right to re-take the assessments: this will normally result in intended award
failure. (Please note the board of examiners may at its discretion overrule this limit, but this is
not an automatic right);

o it is not permissible for you to fail an elective module and then proceed to take a different
elective module in its place.

For Substantial pieces of assessment (corresponding to 240 credits, which are not part of the

taught assessment average), the pass mark of 250% (where they exist);

For the thesis, a mark of 250% in order to receive a pass (where it exists).

7. How is the course structured?

Courses within the Defence and Security Programme are structured as Part-time. Students register for
the course in September and are expected to complete the course within 1-3 years for the PgCert, PgDip
and MSc.

The induction module is a pre-requisite for the following modules:

Introduction to Defence and Security

®  Providing the minimum mark is met, a mark of 40-49% will be automatically compensated if a student’s overall average
taught assessment mark (including the failed assessment) is greater than 50%. Students are advised, however, that they
retain the right to re-take an assessment with a mark of <40% (but should note that a re-take attempt will be capped at
50%), as long as they haven't failed more than 30 credits. At the discretion of the Board of Examiners or by Board of
Examiners Chair’s Actions a student may be permitted a re-take attempt of modules in the range of 40-49% only if the
average mark of their other taught modules would not allow them to qualify for their award (<50%).
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e Leadership and Management
e Decision Analysis and Support
e Stakeholder Management and Organisational Behaviour

This means that students must undertake the induction module first.

The majority of core common modules are distance delivery over a period of 15 weeks including
assessment. This enables elective modules to be taken in parallel when necessary. See course pathways
above.

The majority of 10 credit elective modules comprise pre-reading at a distance. For all courses and
pathways, less Leadership and Security pathway, the teaching is delivered through up to one week
residential and then assessment at a distance. Teaching on the Leadership and Security pathway is
delivered online and spread over two to three weeks followed by assessment at distance.

A 10 credit module has an indicative requirement for 100 hours of study in total.
8. Course Level Assessment Strategy®

This course aims to develop Defence and Security Practitioner skills and behaviours in addition to the
academic focus of a Master’s level qualification. These skills require proficiency in written communication
and in the practical application of systems methods though facilitated workshops.

This degree includes modules from across a broad spectrum of subjects, from engineering, technology
management, to leadership. There are, consequently, an array of assessment approaches used in order
to ensure students are able to appropriately demonstrate their grasp of key topics, theories and analytical
frameworks, and provide adapted feedback in a focused and timely way. Assessment will include
formative assessment on the selection of methods for problem resolution, design of interventions and
workshops and on presentation skills. Such feedback will be given immediately after the presentations by
the tutor and peers. Summative assessment will include the preparation of reports, reflection on the
application of methods, examinations, workshops, presentations and essays to demonstrate knowledge
of the underlying theory and practices relevant to the Defence and Security sector.

The assessment tasks are challenging and enable students to demonstrate a full range of skills and
attributes in line with their described pathway’s learning objectives. The core common modules
(Introduction to Defence and Security, Leadership and Management, Stakeholder Management and
Organisational Behaviour, and Decision Analysis and Support) will introduce students to the core
principles, theories, approaches and methods required to integrate and contextualise the pathway specific
content presented later. This learning will be assessed through a variety of methods which will be clearly
stated within the module descriptors.

Modules are supported by a number of formative tasks including group discussion, case studies, oral
presentations. Formative feedback is given verbally within the classroom following discussions, via a
written summary for case studies from the module leader and oral feedback provided by the tutor and
peers for presentations. During on-line modules, students will engage with interactive learning activities
which incorporate formative feedback.

The taught components precede the research element, so assessment can be used to develop skills
required for the individual research projects or dissertations. Students are generally expected to be more
self-directed in their learning during the research phase of their studies, and guidance will be provided
through the Research Methods or Capstone modules as appropriate.

The role of every module has been mapped to the relevant ILOs that it is intended to support ensuring
consistent academic development for all students.

10 Guidance to aid colleagues writing or updating a course-level assessment strategy for inclusion in the Course Specification
can be found as Appendix K in either the Senate Handbook on Setting up a New Taught Course or the Senate Handbook on
Managing Taught Courses https://intranet.cranfield.ac.uk/EducationServices/Pages/SenateHandbooksA-Z.aspx
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Course modules

The following modules outline all parts of the programme leading to MSc. Other awards associated with the course include some or all of these modules.
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Title Leader | 3| 28 5| @ o - e °l = |zecdlzed & |z5d 283 2
0 R-DSP-I | Induction ** Henrietta | 3.5] 0 0 N | A: 05/09/22] 05/09/22 | 06/09/22 | N/A | AO
Campbell
B: 17/04/23| 17/04/23 | 18/04/23
1 R-DSP- | Introductionto | Gemma 20|10 10 | N | A: 07/09/22] 07/09/22 | 09/09/22 | 50 ICW 100 17/10/22 Next
IDS Defence and Collantes available
Security ** Celador B: 19/04/23| 19/04/23 | 21/04/23 30/05/23 opportunity

1 Please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice

12 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)

3 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.

4 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education.

5 For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
andragogical reason and where each element forms part of a continuous learning and assessment experience for students.

16 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.

7 Please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.

** Denotes distance learning module

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Title Leader | S| 28 5 | o o - °l = |=ecgl=zeqd =& 258 233 a
2 R-DSP- | Leadership and | Ifti Zaidi 510 10 | N | 10/10/22 10/10/22 | 21/10/22 | 50 ICW 100 03/02/23 Next
LM Management ** available
opportunity
3 R-DSP- | Decision Ken 10 10 | N | 06/02/23 06/02/23 | 22/05/23 | 50 ICW 100 22/05/23 Next
DAS Analysis and McNaught available
Support ** opportunity
4 R-DSP- | Stakeholder Robby 10 10 22/05/23 22/05/23 | 04/09/23 | 50 ICW 100 04/09/23 Next
SMOB Management Allen available
and opportunity
Organisational
Behaviour **
5 R-DL- Research Ifti Zaidi 10 10 A: 22/01/23] 22/01/23 | 27/01/23 | 50 ICW 100 17/02/23 Next
RM Methods available
04/09/23 opportunity
R-DSP- | Research Tim Ferris B: 22/05/23| 22/05/23 | 04/09/23
RM Methods**
Engineering Stream
106 | R-FP-IFI| Introduction to | Mike 32 10 23/01/23 23/01/23 | 27/02/23 | 40 ICW 100 FT 27/02/23 | Next
Fire Moulden PT 13/03/23 | available
Investigation opportunity

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Title leader | 0| P8 S| o °l & |z€ecdlzed & |=cd a3 L
107 | R-FP- Forensic Nathalie | 37| 0 10 | Y | 09/01/23 09/01/23 | 13/01/23 | 40 W 100 FT 13/02/23 Next
FIEED Investigation of | Mai and PT 27/02/23 | available
Explosives and | Mike Harrig opportunity
Explosive
Devices
108 | R-FP- Introduction to | Kate 32 10 28/11/22 28/11/22 | 02/12/22 | 40 ICW 100 FT 13/01/23 | Next
IFIFB Firearms Hewins PT 27/01/23 | available
Investigations opportunity
and Forensic
Ballistics
109 | N-SAI- | Aviation Safety | Dr Simon | 30 10 27/03/23 | 27/03/23 | 31/03/23 | 40 ICW 100 30/05/23 Next
ISMS Management | Mitchell (Occ B22) | (Occ B22)| (Occ B22) (Occ B22) available
opportunity
Dr David
Barry
110 | R-MAA- | Introduction to | Laura 40 10 05/06/23 05/06/23 | 09/06/23 | 40 ICW 100 04/8/23 AY23/24
IHF Human Factors | Lacey
111 | N-AW- | Mechanical Panagiotis| 30 10
MIGT Integrity of Gas | Laskaridis AY23/24
Turbines
112 | R-MAA- | Military Aircraft | John 35 10 12/06/23 12/06/23 | 16/06/23 | 40 ICW 100 11/08/23 AY23/24
MAS Systems Economou

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Title Leader | S| 28 5 | o o - °l = |=ecgl=zeqd =& 258 233 a
113 | N-AW- | Practical Dr Simon | 30 | 10 10 | Y | 16/01/23 16/01/23 | 20/01/23 | 40 ICW 100 20/03/23 Next
RA Reliability Place available
opportunity
114 | R-MAA- | Guided David 32| 0 10 | Y | 16/01/23 16/01/23 | 20/01/23 | 40 ICW 100 17/03/23 AY23/24
GW Weapons Galvao A22
Wall
02/05/23 02/05/23 | 05/05/23 23/06/23 AY23/24
B22
115 | R-ESD- | Element Design| Dave 35 10 12/12/22 12/12/22 | 16/12/22 | 40 ICW 100 13/03/23 FT | By individual
ED (ED) Simner 27/03/23 PT | arrangement
116 | R-ESD- | Fundamentals | Clare 32 10 03/10/22 03/10/22 | 07/10/22 | 40 ICW 100 01/12/22 FT By individual
FB of Ballistics Knock 15/12/22 arrangement
(FoB) PT
117 | R-ESD- | Military Vehicle | Dave 32 10 09/01/23 09/01/23 | 13/01/23 | 40 ICW 100 27/02/23 By individual
MVPD Propulsion and | Simner arrangement
Dynamics
118 | R-ESD- | Modelling, Thiru 35 10 19/09/22 19/09/22 | 23/09/22 | 40 ICW 100 04/10/21 FT | By individual
MSC Simulation and | Thirulogas 18/10/21 PT | arrangement
Control ngam
119 | R-ESD- | Reliability and | Aimee 31 10 06/02/23 06/02/23 | 10/02/23 | 40 ICW 100 27/03/23 By individual
RSE Systems Helliker arrangement
Effectiveness

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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120 | R-ESD- | Survivability Gareth 3510 10 | Y | 28/11/22 28/11/22 | 02/12/22 | 40 ICW 100 20/02/23 FT | By individual
SURV Appleby- 06/03/23 PT | arrangement
Thomas
121 | R-ESD- | Vehicle David 32 10 | Y | 30/01/23 30/01/23 | 03/02/23 | 40 ICW 100 13/03/23 FT | By individual
VSI Systems Diskett 27/03/23 PT | arrangement
Integration
122 | R-ESD- | Weapon Hugh 31 10 26/09/22 26/09/22 | 30/09/22 | 40 ICW 100 07/11/22 FT | By individual
WST Systems Goyder 21/11/22 PT | arrangement
Technology
123 | N-CST- | Artificial Jun Li 35 10 06/02/23 06/02/23 | 10/02/23 | 40 ICW 100 11/04/23 Next
Al intelligence available
opportunity
124 | N-AVC- | Sensor Fusion ?| Hyo-Sang | 28 10 21/11/22 21/11/22 | 30/11/22 | 40 ICW 100 06/01/23 Next
SF Shin Available
Opportunity
125 | N-AVC- | Artificial Ivan 28 10 04/01/23 04/01/23 | 10/01/23 | 40 ICW 100 03/02/23 Next
AIAS Intelligence for | Petrunin available
Autonomous opportunity
Systems
126 | N-AVC- | Guidance and | Dr Hyo- 28 10 16/01/23 16/01/23 | 24/01/23 | 40 ICW 100 17/02/23 Next
GNS Navigation for | Sang available
UAS Shin opportunity
127 | N-AAI- | Intelligent Saba Al- | 28 10 01/12/22 01/12/22 | 09/12/22 | 40 ICW 100 06/02/23 Next
ICPS Cyber-Physical | Rubaye available
Systems opportunity

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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128 | N-AAl- | Data Analytics | Ivan 2810 10 | Y | 12/06/23 12/06/23 | 16/06/23 | 40 ICW 100 28/07/23 Next
DAV and Petrunin available
Visualization P opportunity
Leadership and Management Stream
223 | R-DAM- | The Pete Ito 30 10 06/03/23 | 06/03/23 | 09/03/23 | 40 ICW 100 17/04/23 Next
IDDA International available
Dimensions of opportunity
Defence
Acquisition**
227 | R-PPM- | Foundations of | Pete Ito | 20 10 20/03/23 20/03/23 | 23/03/23 | 40 ICW 100 02/05/23 Next
FPPM Programme available
and Project opportunity
Management**
231 | R-DL- National Bryan 20 10 13/02/23 13/02/23| 24/02/23]| 40 ICW 100 31/03/2023 | Next
NSRC Security: Watters available
Resilience and opportunity
Crisis
233 | R-DL-PL| The Psychology| Bryan 20 10 08/05/23 08/05/23| 10/05/23] 40 ICW 100 30/6/2023 | Next
of Leadership Watters available
opportunity
234 | R-DL- Strategic Ifti Zaidi 20 10 10/05/23 10/05/23 | 12/05/23 | 40 ICW 100 23/06/23 Next
SMD Management in available
Defence opportunity

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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235 | R-IDS- | Counterterroris | Anastasia| 20 | 0 10 | Y | 05/12/22 05/12/22 | 09/12/22 | 40 ICW 100 07/02/23 Next
TCT m and Filippidou available
Intelligence opportunity
237 | R-IDS- | Gender, Anicee 2010 10 | N | 14/11/22 14/11/22 | 27/02/23 | 40 ICW 100 27/02/23 Next
GVAC Violence and Van available
Armed Conflict*| Engeland opportunity
263 | R-DSP- | National Gemma 20 10 09/01/23 09/01/23 | 03/03/23 | 40 ICW 100 03/03/23 Next
NSEGT | Security & Collantes- available
Emerging Celador opportunity
Global Trends**
264 | R-DSP- | Introduction to | David 20 10 12/06/23 12/06/23 | 11/09/23 | 40 ICW 100 11/09/23 Next
IILUF International Turns available
Law and the opportunity
Use of Force™*
265 | R-DSP- | Strategic Bryan 20 10 23/01/23 23/01/23 | 17/03/23 | 40 ICW 100 17/03/23 Next
SL Leadership in Watters available
the Security opportunity
Sector**
266 | R-DSP- | Security Sector | Ifti Zaidi 20 10 27/03/23 27/03/23 | 26/05/23 | 40 ICW 100 26/05/23 Next
SPD Strategy and available
Policy opportunity
Development**
267 | R-DSP- | Governance Anicee 20 10 05/09/22 05/09/22 | 28/10/22 | 40 ICW 100 28/10/22 Next
GRL and Rule of Van available
Law** England opportunity

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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268 | R-DSP- | Leading and Ifti Zaidi 2010 10 | N | 05/09/22 05/09/22 | 28/10/22 | 40 ICW 100 28/10/22 Next
LMC Managing available
Change in opportunity
Security Sector
Organisations**
269 | R-DSP- | Instructional Ifti Zaidi/ | 20 10 05/09/22 05/09/22 | 28/10/22 | 40 ICW 100 28/10/22 Next
IP Practice™ Robby available
Allen opportunity
270 | R-DSP- | International David 20 10 03/07/23 03/07/23 | 04/09/23 | 40 ICW 100 04/09/23 Next
IHLCR Humanitarian Turns available
Law and opportunity
Command
Responsibility**
271 | R-DSP- | Financial and Irfan 20 10 07/11/22 07/11/22 | 06/01/23 | 40 ICW 100 06/01/23 Next
FES Economic Ansari available
Security** opportunity
272 | R-DSP- | Managing Anicee 20 10 07/11/22 07/11/22 | 06/01/23 | 40 ICW 100 06/01/23 Next
MSRC Security in a Van available
Regional England opportunity
Context**

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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274 | R-DSP- | Building Ifti | Zaidi/| 20 | O 10 | N | 07/11/22 07/11/22 | 06/01/23 | 40 ICW 100 06/01/23 Next
BIPS Integrity in the | Robby available
Public Sector** | Allen opportunity
275 | R-DSP- | Managing Post-| Gemma 2010 10 | N | 07/11/22 07/11/22 | 06/01/23 | 40 ICW 100 06/01/23 Next
MPPI conflict Peace | Collantes- available
Interventions** | Celador opportunity
289 | R-DL- Leadership Ifti Zaidi 20| 12 10 | Y | 13/11/22 13/11/22 | 15/11/22 | 40 ICW 100 30/12/22 Next
LDD Development in Available
Defence'® Opportunity
Technology Stream (Includes Modules 123-131 from Engineering Stream as common modules)
342 | R- Intelligent DrvVSS 30]|0 10 | Y | 23/01/23 23/01/23 | 27/01/23 | 40 ICW 100 06/03/23 24/07/23
AMOR- | Systems Sastry
IS
343 | R- War Gaming & | MrJ D 3010 10 | Y | A:i24/10/22 | 24/10/22 | 28/10/22 | 40 ICW 100 AFT: AFT:
AMOR- | Combat Smith 21/11/22 23/01/23
WGC Modelling A A PT: A PT:
05/12/22 24/07/23
War Gaming &
Combat B:10/10/22 | 10/10/22 | 16/12/22 B:19/12/22 B, C, D:
Modelling B, C Next 10-
and D ** C:16/01/23 | 16/01/23 | 24/03/23 C:27/03/23 week VLE

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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module
D:22/05/23 | 22/05/23 | 28/07/23 D:31/07/23 block.
344 | R- Foundations of | Nikki 3010 10 | Y | 05/09/22 05/09/22 | 09/09/22 | 40 ICW 100 03/10/22 AY23/24
DEFCY-| Cyber Williams
FMC
345 | R- Social Robert 7210 10 | Y | 03/01/23 23/01/23 | 27/01/23 | 40 ICW 100 20/02/23 AY23/24
DEFCY- | Technologies Black
ST
346 | R- The Human Antoinette | 30 | O 10 | Y | 26/09/22 17/10/22 | 21/10/22 | 40 ICW 100 14/11/22 AY 23/24
DEFCY- | Dimension Caird-
HD Daley
347 | R-SISD- | Data Led Adam 3010 10 | Y | 23/01/23 13/02/23 | 17/02/23 | 40 ICW 100 13/03/23 AY 23/24
DLDS Decision Zagorecki
Support &
Artificial
Intelligence
348 | R- Real Time MrJ M 3210 10 | Y | A:10/10/22 | 10/10/22 |14/10/22 40 ICW 100 AFT: AFT:
AMOR- | Graphics A Hoggard 7/11/22 23/01/23
RTG APT: A PT:
21/11/22 24/07/23
Real Time
Graphics B, C B:10/10/22 | 10/10/22 | 16/12/22 B:19/12/22 B, C, D:
and D ** Next 10-
C:16/01/23 | 16/01/23 | 24/03/23 C:27/03/23 week VLE

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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£ o 2| 3 al C8 | g s (5| g3 |gs_.|E2) g |2% E &
S| % AR 2l 53 | % s [ | 8 |Sszg|324 § |®vcY =3 zo
z 8 o e* 3 ®¢ a a £ @ 238G | o=d 2 2°gd ©S% TR
) ) 32 Q o 3 (o) o S .o < €Y B eg| £€9¢g < c 8¢ Enw® E©
= = sl28 a|El =89 =R =R ES| 258 | E2d 5 259 2270 2 o
he) he) o =3 5 ) 'oq') T 2 T 2 =) o _9-,30.0J _9,:50_ o =) & cDEE 0w
g ¢ Moawe | £ E5| B|E| 28 | 25 | 28 |S5| & (8887|884 & |E54 E3c | 8
Title Leader | S| S8 S | @ °l = |=ecgl=zeqd =& 258 233 I
D:22/05/23 p2/05/23 28/07/23 D:31/07/23 module
block.
349 | R- Foundations of | MrJ M 3210 10 | Y | Ai12/09/22 | 12/09/22 |16/09/22 40 ICW 100 A: 24/10/22 24/07/23
AMOR- | Modelling & Hoggard
FMS Simulation A & B:16/01/23 | 16/01/23 |20/01/23 B: 27/02/23 B&C
B 24/07/23
C: DSP C:06/03/23 06/03/23 10/03/23 C: 17/04/23
Aerosystem
Pathway only
350 | R-SISD-| Emerging lan Owens| 7 10 09/01/23 09/01/23 | 12/05/23 | 40 ICW 100 15/05/23 AY 23/24
ETM Technology end of
Monitoring online
module
351 | R-SISD-| Methods and lan Owens| 30 10 05/09/22 26/09/22 | 30/09/23 | 40 GPRE | 25 30/09/23 AY 23/24
MT Tools for S
Information 24/10/23
Systems 40 ICW 75
/Development
352 | R-SISD-| Systems Jeremy 35 10 A 12/09/22 | 03/10/22 | 07/10/22 | 40 ICW 100 A 31/10/22 AY 23/24
STOV Thinking for Hilton
Organisational B 06/03/23 | 27/03/23 | 31/03/23 B 24/04/23 AY 23/24
Viability

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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o ) polll O Q o3 k] k] Se €T 2| £958 cLg Eo® £ETO
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sl 5 = Q? Q Q £ o =538 | £35 9 © £ 0 ¢ 73 N X
3 3 2|l w2l 5|2 8o B 8= o ® 922238 | @3 § o oc g o EE O m
2 2 Module c|l &5l B3| < LL 25 25 S . a 5823|584 <3 s 5 ® S G o S
Title Leader | S| 28| S | @ - - - °l & |z€ecdlzed & |=cd a3 Ea-
353 | R-SISD-| Programme and| Simon 3010 10 | Y | 26/09/22 17/10/22 | 21/10/22 | 40 ICW 100 14/11/22 AY 23/24
PM Project Renfrey
Management
for Information
Systems
354 | R-SISD-| Software Pathmesw 10 17/10/22 07/11/22 | 11/11/22 | 40 GCW 25 11/11/22 AY 23/24
SE Engineering aran Raju
40 ICW 75 05/12/22
355 | R- Introductionto | MrJ D 10 12/09/22 12/09/22 | 16/09/22 | 40 ICW 100 24/10/22 24/07/23
AMOR- | Operational Smith
IORT Research
Techniques
356 | R- Logistics Dr J D Salf 10 A:27/02/23 | 27/02/23 |03/03/23 40 ICW 100 AFT: AFT:
AMOR- | Modelling A 027/03/23 24/04/23
LM APT: A PT:
10/04/23 24/07/23
10/10/22
Logistics B:10/10/22 16/12/22 B:19/12/22 B, C, D:
Modelling B, C 16/01/23 Next 10-
& D** C:16/01/23 24/03/23 C:27/03/23 week VLE
P2/05/23 module
D:22/05/23 28/07/23 D:31/07/23 block.
357 | R- Statistical DrTJ 10 09/01/23 09/01/23 | 13/01/23 | 40 ICW 100 20/02/23 24/07/23
AMOR- | Analysis & Ringrose
SAT Trials

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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2 2 Module c|l &5l B3| < LL 25 25 S . a 5823|584 <3 s 5 ® S G o S
Title Leader | S| 28| S | @ - - - °l & |z€ecdlzed & |=cd a3 Ea-
358 | R-SEE- | Introductionto | DrSteve | 30| 0 10 | Y | 05/09/22 05/09/22 | 14/10/22 | 40 ICW 100 03/01/23 Next
ISSE Systems & Barker available
Systems opportunity
Engineering
361 | R-SEE- | System Design | Dr Tim 25 10 | Y | 24/04/23 30/05/23 | 01/06/23 | 40 ICW 100 14/08/23 Next
SDR and Realisation | Ferris available
02/06/23 opportunity
(Module
End)
Engineering: Aero Systems Pathway
476 | R-MES- | Electromagnetic| Ivor Morrow 32 | 0 10 | Y | NO
EPD Propagation FURTHER
and Devices INTAKE
477 | R-MES- | Signal Peter 3010 10 | Y | NO
SPSA Processing Barker FURTHER
Statistics and INTAKE
Analysis
478 | R-MES- | Communication| Peter 30|10 10 | Y | NO
CP Principles Barker FURTHE
R INTAKE
479 | R-MES- | Communications| Peter 3010 10 | Y | NO
CS Systems Barker FURTHER
INTAKE

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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EO EO Module c _9"6 o) _.-E §L §m §N 3,_ o 6-8%8 6-8% o 65% na g (/)-og
Title Leader | S| 28| S | @ - - - °l 2 |zec8lzed & |25d I8 Ea-
480 | R-MES- | Radar Alessio 3010 10 | Y | NO
RP Principles Balleri FURTHER
INTAKE
481 | R-MES- | Radar loannis 30|10 10 | Y | NO
REW Electronic Vagias FURTHER
Warfare INTAKE
482 | R-MES- | Electro-optics Ata Khalid] 32 | 0 10 J Y | NO
EQIS1 and Infrared FURTHER
Systems 1 INTAKE
483 | R-MES- | Electro-optics Lounis 32|10 10 | Y | NO
EOIS2 and Infrared Chermak FURTHER
Systems 2 INTAKE
484 | R-MES- | Advanced Venkat 3010 10 J Y | NO
ASDP Sensor Data Sastry FURTHER
Processing INTAKE
485 | R-MES- | Advanced Daniel 3010 10 | Y | NO
AR Radar Andre FURTHER
INTAKE
486 | R-MES- | Information Philip 3010 10 | Y | NO
IN Networks Nobles FURTHER
INTAKE

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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2 2 Module c|l &5l B3| < LL 25 25 S . a 5823|584 <3 s 5 ® S G o S
Title Leader | S| 28 5 | o o - °l = |=ecgl=zeqd =& 258 233 a
487 | R-MAA- | Military Avionics| Alessio 3210 10 | Y | 23/01/23 23/01/23 | 27/01/23 24/03/23
MA STA Balleri
Communication
s and
Navigation
488 | R-MAA- | Uninhabited John 3510 10 | Y | 15/05/23 15/05/23 | 19/05/23 14/07/23
UAS Aircraft Economou
Systems
Further Defence and Security Modules
89 R-DSP- | Capstone TBC 5010 40 | N | NOT 50 ICW1 | 40
CDE Development RUNNING
and Exploitation THIS AY 50 IPRES | 30
50 ICW2 | 30
90 R-DSP- | Thesis Sean Pricg 30 | 0 80 | N | A: 05/09/22] 05/09/22 | 04/09/23 | 50 THESIS| 100 04/09/23
THESIS
B: 17/04/23] 17/04/23 | 16/04/24 16/04/24
91 R-DSP- | Capstone TBC 5010 100 N | NOT 50 IPROJ | 100
CP Portfolio RUNNING
THIS AY

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Please list all modules that are used by another existing course.

Module code

Module title

Course that owns

Other course(s)/

the module programme(s) that use the
module
R-FP-IFI Introduction to Fire Forensic
Investigation Programme
R-FP-FIEED Forensic Investigation Forensic
of Explosives and Programme
Explosive Devices
R-FP-IFIFB Introduction to Firearms | Forensic
Investigations and Programme
Forensic Ballistics
N-SAI-ISMS Aviation Safety Safety Accident and | Airworthiness, Military
Management Investigation Aerospace and Airworthiness,
Air Transport Management,
Safety and Human Factors in
Aviation
R-MAA-IHF Introduction to Human Military Aerospace
Factors and Airworthiness
N-AW-MIGT Mechanical Integrity of | Airworthiness Military Aerospace and
Gas Turbines Airworthiness
R-MAA-MAS Military Aircraft Military Aerospace Airworthiness
Systems and Airworthiness
N-AW-RA Practical Reliability Airworthiness Military Aerospace and
Airworthiness
R-MAA-GW Guided Weapons Military Aerospace Weapons and Vehicle Systems
and Airworthiness
R-ESD-ED Element Design Weapons and
Vehicle Systems
Programme
R-ESD-FB Fundamentals of Weapons and
Ballistics Vehicle Systems
Programme
R-ESD-MVPD Military Vehicle Weapons and
Propulsion and Vehicle Systems
Dynamics Programme
R-ESD-MSC Modelling, Simulation Weapons and
and Control Vehicle Systems
Programme
R-ESD-RSE Reliability and Systems | Weapons and
Effectiveness Vehicle Systems
Programme
R-ESD-SURV Survivability Weapons and
Vehicle Systems
Programme
R-ESD-VSI Vehicle Systems Weapons and
Integration Vehicle Systems
Programme
R-ESD-WST Weapon Systems Weapons and

Technology

Vehicle Systems
Programme
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N-CST-Al

Artificial intelligence

Computational &

Software
Techniques in
Engineering
N-AVC-SF Sensor Fusion Autonomous
Vehicle Dynamics
and Control
N-AVC-AIAS Artificial Intelligence for | Autonomous
Autonomous Systems Vehicle Dynamics
and Control
N-AVC- Guidance and Autonomous
GNS Navigation for UAS Vehicle Dynamics
and Control
N-AAI-ICPS Intelligent cyber- Applied Artificial
physical systems Intelligence
N-AAI-DAV Data analytics and Applied Artificial
visualization Intelligence
R-IDS-TCT Counterterrorism and Counterterrorism
Intelligence
R-AMOR-IS Intelligent Systems Applied
Mathematics and
Operational
Research
Programme
R-AMOR-WGC War Gaming and Applied
Combat Modelling Mathematics and
Operational
Research
Programme
R-DEFCY-FMC Foundations: Defence Cyber
Management of Cyber | Masters
Programme
R-DEFCY-ST Social Technologies Defence Cyber
Masters
Programme
R-DEFCY-HD The Human Dimension | Defence Cyber
Masters
Programme
R-SISD-DLDS Data Led Decision Information Defence Cyber Masters
Support Capability Programme
Management
R-AMOR-RTG Real Time Graphics Defence Simulation
and Modelling
R-AMOR FMS Foundations of Defence Simulation | Military Electronic Systems
Modelling and and Modelling Engineering
Simulation
R-SISD-ETM Emerging Technology Information
Monitoring Capability
Management
R-SISD-MT Methods and Tools for Information
Information Systems Capability
Development Management
R-SISD-STOV Systems Thinking for Information
Organisational Viability | Capability
Management
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R-SISD-PM Programme and Project | Information
Management for Capability
Information Systems Management
R-SISD-SE Software Engineering Information
Capability
Management
R-AMOR-IORT Introduction to Military Operational
Operational Research Research
Techniques
R-AMOR-LM Logistics Modelling Military Operational
Research
R-AMOR-SAT Statistical Analysis and | Military Operational
Trials Research
R-SEE-ISSE Introduction to Systems | Systems
& Systems Engineering | Engineering
R-SEE-SDR Systems Design and Systems
Realisation Engineering
R-MES-EPD Electromagnetic Military Electronic Pg Cert Communications
Propagation and Systems Electronic Warfare AP
Devices Engineering Pg Cert Sensors Electronic
Warfare AP
Pg Cert Military Electronic
Systems Engineering
Foundations
R-MES-SPSA Signal Processing Military Electronic Pg Cert Communications
Statistics and Analysis | Systems Electronic Warfare AP
Engineering Pg Cert Sensors Electronic
Warfare AP
Pg Cert Military Electronic
Systems Engineering
Foundations AP
Guided Weapon Systems AP
compulsory for Mc and Pgip
and elective PGCert
R-MES-CP Communication Military Electronic
Principles Systems
Engineering
R-MES-CS Communications Military Electronic Pg Cert Communications
Systems Systems Electronic Warfare AP
Engineering Pg Cert Military Electronic
Systems Engineering
Foundations
R-MES-RP Radar Principles Military Electronic Pg Cert Communications
Systems Electronic Warfare AP
Engineering Pg Cert Sensors Electronic
Warfare AP
Pg Cert Military Electronic
Systems Engineering
Foundations AP
Guided Weapon Systems AP
compulsory
R-MES-REW Radar Electronic Military Electronic Pg Cert Sensors Electronic
Warfare Systems Warfare AP
Engineering Guided Weapon Systems
R-MES-EOIS1 Electro-optics and Military Electronic Sensors Electronic Warfare AP
Infrared Systems 1 Systems
Engineering
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Pg Cert Military Electronic
Systems Engineering
Foundations AP,

Guided Weapon Systems AP

R-MES-EOIS2 Electro-optics and Military Electronic Ensors Electronic Warfare
Infrared Systems 2 Systems compulsory
Engineering Guided Weapon Systems AP

Compulsory: MSc, PgDip
Elective: PgCert

R-MES-ASDP Advanced Sensor Data | Military Electronic
Processing Systems
Engineering
R-MES-AR Advanced Radar Military Electronic
Systems
Engineering
R-MES-IN Information Networks Military Electronic Communications Electronic
Systems Warfare
Engineering
R MAA MA Military Avionics STA Military Aerospace
Communications and and Airworthiness
Navigation
R-MAA-UAS Uninhabited Aircraft Military Aerospace
Systems and Airworthiness

8. How are the ILOs assessed?

The following assessment types are utilised:
Formative Assessment

Across distance and residential modules students will be provided with feedback on a range of activities
in order to grow their confidence ahead of summative assessment tasks. Formative assessment may take
the form of peer review by fellow students, lecturers and module leaders with a variety of approaches
being utilised.

Summative Assessment.

The course uses a range of assessment methods including exams, essays, literature reviews, and
application of concepts to real world case studies:

This approach has been adopted because:

The breadth of assessment methods are intended to cater for differing learning styles ensuring inclusion
across the student cohort and minimising any potential disadvantage from limiting assessment types. For
students completing the MSc, the individual thesis also requires students to be assessed on their written
presentation skills.
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Assessment and ILO Mapping

Complete the grid below by inserting in the boxes which assessments from the modules directly assess the Award ILOs.

(Module numbers should correspond with those used in the Course module table above.)

ward |ILO1 |ILO2 |ILO3 |ILO4 [ILO5 |[ILO6 [ILO7 [ILO8 [ILO9 [ILO10 |ILO11 |ILO12 |ILO13 |ILO14 |ILO15 |ILO16 |ILO17 |ILO18 |ILO19 [ILO20 |ILO 21 |ILO 22 |ILO 23
Mod o:
No.
1 ICW ICW ICW
2 ICW ICW ICW ICW
3 ICW ICW ICW ICW
4 ICW ICW ICW ICW
5 ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
107 ICW ICW ICW
108 ICW ICW ICW
109 ICW ICW ICW ICW ICW
110 ICW ICW ICW ICW
111 ICW ICW ICW
112 ICW ICW ICW
113 ICW ICW
114 ICW ICW ICW ICW
115 ICW ICW ICW ICW
116 EX EX EX
117 ICW ICW ICW
118 ICW ICW/
OR
119 ICW ICW ICW
120 ICW ICW ICW
121 ICW ICW ICW ICW
122 ICW ICW
123 ICW ICW ICW ICW
124 ICW ICW ICW ICW
125 ICW ICW ICW ICW ICW
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ward

Os

Module
No.

ILO 1

ILO 2

ILO3

ILO 4

ILOS5

ILO6

ILO7

ILO 8

ILO9

ILO 10

ILO 11

ILO 12

ILO 13

ILO 14

ILO 15

ILO 16

ILO 17

ILO 18

ILO 19

ILO 20

ILO 21

ILO 22

ILO 23

126

ICW

ICW

ICW

ICW

ICW

127

ICW

ICW

ICW

ICW

ICW

128

ICW

ICW

ICW

223

ICW

ICW

ICW

227

ICW

ICW

ICW

ICW

ICW

ICW

231

ICW

ICW

233

ICW

ICW

ICW

234

ICW

ICW

235

ICW

ICW

ICW

237

ICW

ICW

ICW

263

ICW

ICW

ICW

ICW

264

ICW

ICW

ICW

265

ICW

ICW

266

ICW

ICW

ICW

267

ICW

ICW

ICW

ICW

268

ICW

ICW

ICW

ICW

269

ICW

ICW

270

ICW

ICW

271

ICW

ICW

272

ICW

ICW

ICW

274

ICW

ICW

ICW

275

ICW

ICW

ICW

ICW

289

ICW

ICW

ICW

342

ICW

ICW

343

ICW

ICW

344

ICW

ICW
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ward [[ILO1 |ILO2 |[ILO3 |ILO4 |[ILOS5 |[ILO6 |[ILO7 |[ILO8 |ILO9 |ILO10 |ILO11 |ILO12 |ILO13 |ILO14 [ILO15 [ILO16 |ILO17 |ILO18 |ILO19 |ILO20 |ILO21 |ILO22 |ILO 23
Os
Module
No.
345 ICW
346 ICW ICW
347 ICW ICW ICW
348 ICW
349 ICW ICW
350 ICW ICW ICW
351 ICW/ ICW/ ICW/
GPRE GPRE | GPRE
S S S

352 ICW ICW
353 ICW ICW
354 ICW/ ICW/ ICW/

GCW GCW GCW
355 EX EX
356 ICW ICW ICW
357 EX EX
358 ICW ICW ICW ICW ICW
361 ICW ICW ICW ICW
476 ICW ICW ICW ICW ICW
477 ICW ICW ICW ICW ICW
478 ICW ICW ICW ICW ICW ICW ICW
479 ICW ICW ICW ICW ICW ICW ICW ICW
480 ICW ICW ICW ICW ICW ICW
481 ICW ICW ICW ICW ICW
482 EX EX EX EX EX EX
483 ICW ICW ICW ICW ICW ICW
484 ICW ICW ICW ICW ICW ICW
485 ICW ICW ICW ICW ICW ICW ICW
486 ICW ICW ICW ICW ICW ICW ICW ICW
487 ICW ICW ICW ICW ICW ICW ICW ICW
488 GCW GCW GCW GCW GCW GCW GCW
89 ICWA1 IPRES ICW1 |ICW1 |ICW1 |ICW1 |ICW1

IPRES ICW2 IPRES ICW2 | IPRES | IPRES
ICW2 ICW2 ICW2 |ICW2
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ward ([ILO1 [ILO2 |ILO3 |[ILO4 |[ILO5 [ILO6 [ILO7 [ILO8 |ILO9 |ILO10 |ILO11 |ILO12 |ILO13 |ILO14 |ILO15 |ILO16 |ILO17 [ILO18 [ILO19 [ILO20 [ILO21 |ILO22 |ILO 23
Os
Module
No.
90 THESI | THESI | THESI | THESI | THESI
S S S S S
91 IPROJ | IPROJ | IPROJ | IPROJ | IPROJ
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CROSS-MODULAR ASSESSMENT (including any assessment which rests outside an individual module)

Title Modules Covered Assessment
Type Weight (%)

9. How will the University assure the quality of the provision?

New course proposals are reviewed by a Course Validation Panel, comprising at least the following
membership: normally one subject matter expert external to the School or University, at least 3 academic
staff not associated with the proposal. The Panel may include 1 member of professional staff. Panels are
supported by an appropriately trained Secretary who provides authoritative guidance on policy and
procedure to the Panel. Proposals are reviewed in line with the UK Quality Code for Higher Education.
New courses are ultimately approved by the University’s Education Committee, on behalf of Senate.

Course changes are approved by the School’s Director of Education on behalf of Education Committee
and Senate. Significant changes to a course will be referred to a Course Review Panel at the discretion
of the Director of Education.

The University has in place regular monitoring procedures for quality assurance including an Annual
Reflective Review for each course and an in depth 6 year review of each School’s (total) educational
provision known as the Senate Review.

Each course has at least one External Examiner who monitors all aspects of the assessment process.
This is in line with the guiding principles to meet the Expectations and Core Practices of the UK Quality
Code for Higher Education. External examining is one of the principal means for maintaining UK threshold
academic standards within autonomous higher education institutions.

Each course has a formally constituted Examination Board, which includes the External Examiner, and
which is responsible for ensuring that awards are made within the Regulations of the University and that
students are made awards on the basis of meeting the specified Intended Learning Outcomes of a course
at the appropriate standard.

Each course has a formally constituted Course Committee which meets at least twice a year to discuss,
inter alia, programme design and planning, the student experience (including feedback) and student
progress.

Each course has an Industry Advisory Panel (or similar) which meets at least once a year to engage with
external stakeholders on curriculum design and currency of course content.

Student feedback both qualitative and quantitative is collected for each module studied. In addition
students are invited to participate in the University’s annual New Student Survey and Student Satisfaction
Survey along with the annual national Postgraduate Taught Student Experience Survey. The results of all
feedback are considered by the Course Committee and additionally, in respect of the University and
national surveys, issues of quality are considered by and acted on where appropriate by the Education
Committee, Senate, School and University Executives.

New Partnership arrangements are considered in two stages:

1. The University Executive is responsible for ensuring appropriate due diligence has been
undertaken in respect of the University’s legal, financial, reputational and ethical responsibilities.

2. A Partnership Delivery Approval Panel then considers whether the proposal meets the UK Quality
Code for Higher Education. The delivery of new partnership provision is ultimately approved by the
Universities Education Committee, on behalf of Senate.

Defence and Security Programme course specification: Version 2, March 2022
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Year one partnership reviews are undertaken one year after the initiation of a new partnership involving
academic (award bearing) provision. The aim is to provide a supportive framework to assist the
Sponsoring School and its new Partner Institution to work collaboratively to ensure that: the learning
and teaching provision and associated student experiences are of a high standard; and that those
responsible for delivering the provision are undertaking their respective roles and responsibilities in an
appropriate way.

As part of the regular monitoring procedures for established collaborative partnerships, in addition to
the Annual Reflective Review there is an Annual Operating Statement and a 5 year review known as
a Focused Review which looks at each partnership in depth. Occasional site inspection visits are also
made.

10. What opportunities are graduates likely to have on completing the course?

The course aims to ensure that graduates are better prepared to tackle the current and emerging demands
of defence and security. Given the rapidly changing nature of this environment the education will allow
graduates to recognise emerging trends and respond effectively and proactively. As the course ties
together a broad technical and business base and is supported by a wide range of public and private sector
organisations the qualification will be noteworthy on the CV’s of those wishing to move into strategic and
operational positions in the defence and security sector.

Defence and Security Programme course specification: Version 2, March 2022
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COURSE SPECIFICATION

Cranfield

University

Cranfield University: Course Specifications
Course specifications outline the content and structure of a course leading to an award of Cranfield
University. This version of the course specification has been approved by Education Committee and
every effort has been made to ensure the accuracy of the information.

| Date of first publication/latest revision:  January 2022 enter here

1. Whatis the course?

Course information

Course Title MSc in Defence Cyber Masters Programme

MSCSOPTR, MSCDIPTR, MSCSOFTR, MSCDIFTR, PDCSOPTR,
PDCSOFTR, PDCDIPTR, PDCDIFTR, PCCSOPTR, PCCSOFTR
PCCDIPTR, PCCDIFTR, SPCSOPTR, SPCDIPTR

Course code

Academic Year 22/23

MSc, PgDip, PgCert Cyber Defence and Information
Assurance (CDIA)
MSc, PgDip, PgCert Cyberspace Operations (CSOps)

Valid entry routes

PgDip Cyber Defence and Information Assurance
PgCert Cyber Defence and Information Assurance
PgDip Cyberspace Operations

PgCert Cyberspace Operations

Additional exit routes

Mode of delivery

Part-time and Full-time Flexible learning

Location(s)! of Study

Shrivenham

School(s) Cranfield Defence and Security
Theme Defence and Security
Centre Centre for Electronic Warfare, Information and Cyber

Course Director

Mr lan Owens (CDIA)
Mr Darren Lawrence (CSOps)

Awarding Body

Cranfield University

Is this an AP Contract

course?? YES
Is this course offered as a No
Cranfield Mastership?
Apprenticeship Standard N/A

the course is mapped to

1 If any part of this course is delivered at another site, please note which one(s) here

2 AP Contract courses are provided by Cranfield University to the MoD as part of the Academic Provider contract

1
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Is the Degree

course?

apprenticeship integrated N/A
or non-integrated?

Is the Mastership offered

as an open and/or closed N/A

Teaching Institution

Cranfield University

Admissions body

Cranfield University

Entry requirements

1st or 2nd class honours degree; 3rd class degree with three years
relevant experience; pass degree with five years relevant experience;
HND/C with seven years relevant experience. Exceptional candidates may
be accepted with 10 years relevant experience, where relevant experience
is gained in Information Security, Information Operations, information risk
or related role. Students whose first language is not English must also
attain an IELTS score of 6.5. Owning to security classification, and course
purpose, only UK Government sponsored and security-cleared students
with a justifiable interest in cyberspace operations will be enrolled on the
CSOps named award or the Cyberwarfare in Intelligence and Military
Operations module.

UK Qualifications
Framework Level

QAA FHEQ level 7 (Masters)

Benchmark Statement(s)

N/A

Registration Period(s)
available

A Full time student will have a registration period of 1 year.

Part-time MSc - up to five years, PgDip - up to four years, Part-time
PgCert - up to three years

(For MOD status students the duration may vary, subject to annual
review.)

Course Start Month(s)

Full-time & Part-time — September

Institutions delivering the course

This course is delivered by Cranfield Defence and Security where the research interests associated with

this course include Cyber and Information Assurance/Security and Information Operations

Cranfield University interacts with the following institutions and in the following ways:

e Guest lecturers are drawn from other academic institutions and the practitioner community
e The course has a notable external advisory panel.

Cranfield University remains fully responsible for the quality of the delivery of the course.

Accreditation by Public, Statutory or Regulatory Bodies (PSRBs)The Cyber Defence & Information

Assurance MSc is accredited by the Chartered Institute of Library & Information Professionals.

What are the aims of the course?

Cranfield University offers this programme in order to achieve the following aims related to the two
named Masters level awards noted above:

2
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e Cyber Defence and Information Assurance (CDIA) - To develop professionals who can effectively
manage and exploit the threats and opportunities of cyberspace at the organisational level.

e Cyberspace Operations (CSOps) - To develop professionals to support manoeuvres in cyberspace,
in contested operations and as part of integrated planning.

Postgraduate Diploma (PgDip) and Postgraduate Certificate (PgCert) entry routes are provided for
students who wish to access only parts of the course provided.

This programme is intended for the following range of students:
CDIA

e Government, corporate and critical information infrastructure staff who are one or more of the
following:
- Managers who need to understand information risk and respond to cyber threats
- Technicians who wish to understand the operational and business context
- Procurement staff commissioning critical or sensitive projects
- Policy and planning staff interested in computer network and security operations
- Personnel interested in social media and associated concepts such as cyber mobilization
- Those charged with accreditation and assessment of security measures

CSOps

¢ Military and other Government personnel charged with supporting operations in Cyberspace, in their
current or anticipated role. These staff may also carry out one or more of the roles listed above for
CDIA.

3. What should students expect to achieve in completing the course?

Award intended learning outcomes (ILOs) (skills and knowledge).
A. Postgraduate Certificate common to both named awards

In completing this course, and achieving the associated award, a diligent student should be able to:

ILO1. Critically assess an organisation’s Information Security and Information Assurance policy,
strategy and plans, with a view to improvement.

ILO 2. Critically appraise approaches to assessing risk.

ILO 3. Evaluate the opportunities and limitations afforded by emergent security technologies.

ILO 4. Develop security requirements in in various contexts.

ILO 11. Critically evaluate a range of approaches to understanding complex and changing
cyber environments.

ILO 13. Analyse and scope a complex cyber problem-space with a view to action and improvement.

ILO 14. Judge ethics and legality at each stage of planning and activity.

ILO 15. Develop problem definition, analysis and problem solving skills to address challenges faced
in cyber issues.

ILO 16. Argue coherently and demonstrate knowledge of personal strengths and weaknesses.

Postgraduate Certificate ILOs Specific to CSOps
ILO8. Appraise the main elements and key management issues in the planning and conduct of

Cyberspace Operations in the full-spectrum context.
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ILO 9.

ILO 10.

Assess theories of human cognition and behaviour and evaluate their utility in effects
planning in the C2 context.

Assess cyber technical approaches that support military effect.

Postgraduate Diploma ILOs Common to both awards

ILO 5.

ILO 6.

ILO 7.

ILO 12.

ILO 17.
ILO 18.

C.MSc

Determine effective approaches to managing and exploiting social media and pervasive
technologies
Appraise best practice in network defence and security operations management in the

context of interdependence and critical infrastructure.

Evaluate the human dimension of security systems, processes and behavioural change
programmes and plan for improvement in an organisational context.

Appraise the techniques that can be used to design investigation, problem formulation and
structuring, and interpretation of data.

Assess operational impact of proposed interventions.

Assess business impact of proposed interventions.

In addition to the intended learning outcomes outlined above, a diligent student would also be expected

to:

ILO 19.

ILO 20.
ILO 21.

ILO 22.

Independently and confidently be able to apply appropriate theories, tools and/or
techniques to a cyber-related situation, or situations, as appropriate to the student’s named
award

Critically evaluate the published literature and synthesise the identified concepts

Judge appropriate research approaches for conducting research and draw justifiable
inferences from the data and analysis generated and present a self-critical discussion of the
results with conclusions

Display practical ability in self-directed research to produce a high quality thesis.

4. How is the course taught?

The course is taught through a flexible blend of residential courses, VLE activities and interaction and
project based learning.

The dissertation is an 80 credit module for which part time students will have 12 months to complete
once they have submitted their dissertation proposal, full time students have until the end of their
registration period.

Please note, modules will only be run subject to there being a minimum of six students selecting the
module.

Students will be supported in their learning and personal development by:

Physical and electronic access to resources in the Barrington library

Collaborative and reflective learning in a cohort of practitioners has proven successful in other
courses and it is intended to utilise this approach on this course. In this, students will be encouraged
to draw on and share their experiences. Students will be asked to conduct activities that will require
them to tackle realistic scenarios and to reflect on how the course literature, teaching and learning
shapes their professional practice.

4
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5. What do students need to achieve in order to graduate?

Notwithstanding University Regulations and the authorities and powers exercised by examiners, students
will normally need to demonstrate achievement in the elements of the course, as laid out in Section 6.
Courses are structured through the accumulation of credit, where 1 credit represents 10 notional learning
hours.

In brief, students will normally need to achieve the following in order to be awarded the qualifications:

A. Postgraduate Certificate in Cyber Defence and Information Assurance

The accumulation of 60 credits through the assessment of taught modules as detailed below:
Description Credits
COMPULSORY MODULES:
Foundations of Cyber 10
ELECTIVE MODULES.:
Choose 50 credits from the following modules:
Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
Cyber Law 10
Information Operations 10
Cyber Deception 10
The Human Dimension 10
Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 60

B. Postgraduate Certificate in Cyberspace Operations

The accumulation of 60 credits through the assessment of taught modules as detailed below:

Description Credits

COMPULSORY MODULES:

Foundations of Cyber 10
Cyberwarfare in Intelligence and Military Operations 10
Information Operations 10

ELECTIVE MODULES.:

Choose 30 credits from any of the other Defence Cyber
Masters Programme modules below:

Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
Cyber Law 10
Cyber Deception 10
The Human Dimension 10
5
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Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 60

3 Senate Regulations require a minimum of 60 learning credits to be accumulated for the Award of PgCert. The number of learning credits for
individual courses is set during course validation.

4 Senate Regulations require a minimum of 120 learning credits to be accumulated for the Award of PgDip. The number of learning credits is set
during course validation.

C. Postgraduate Diploma in Cyber Defence and Information Assurance
The accumulation of 120 credits through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:
Foundations of Cyber 10
ELECTIVE MODULES:
Choose 110 credits from:
Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
Cyber Law 10
Information Operations 10
Cyber Deception 10
The Human Dimension 10
Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 120
D. Postgraduate Diplomain Cyberspace Operations

The accumulation of 120 credits through the assessment of taught modules as detailed below:

Description Credits

COMPULSORY MODULES:

Foundations of Cyber 10

Cyberwarfare in Intelligence and Military Operations 10

Information Operations 10

Cyber Law 10

Cyber Deception 10
6
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ELECTIVE MODULES:
Choose 70 credits from any of the other Defence Cyber
Masters Programme modules below:
Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
The Human Dimension 10
Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 120
E. MSc in Cyber Defence and Information Assurance

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully
complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits
COMPULSORY MODULES:
Foundations of Cyber 10
Thesis 80
ELECTIVE MODULES:
Choose 110 credits from:
Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
Cyber Law 10
Information Operations 10
Cyber Deception 10
The Human Dimension 10
Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 200
F. MSc in Cyberspace Operations

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully
complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits

COMPULSORY MODULES:

Foundations of Cyber 10

Cyberwarfare in Intelligence and Military Operations 10

Information Operations 10

Cyber Law 10
7
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Cyber Deception 10
Thesis 80
ELECTIVE MODULES:

Choose 70 credits from any of the other Defence Cyber

Masters Programme modules below:

Understanding Risk 10
Cyber Attack — Threats and Opportunities 10
Social Technologies 10
Data Led Decision Support & Artificial Intelligence 10
Emerging Technology Monitoring 10
Incident Management 10
The Human Dimension 10
Critical Networks and Cyber-Physical Systems 10
Systems Thinking for Organisational Viability 10
TOTAL: 200

If a student does not meet the required standards for the award, the examiners for the programme may
decide to offer a lower award associated with the programme, providing that a lower exit award exists and
the student meets the requirements of that lower award.

Pass Criteria

The University operates standard pass criteria which can be found in the Senate Handbook on Assessment
Rules.
In order to achieve your award, you are required to achieve:

e An overall average mark of 250%;

e An average mark of 250% across the taught assessment;

e All assessments need to be completed and the minimum mark attained: no more than one failure
to complete an assessment (as defined in Section 2.3) will be permitted throughout the course of
your studies (Please note that the board of examiners does not have discretion to overrule this
limit, but can refer a case to Senate’s Education Committee); 3

e For Taught Assessments, the minimum mark for each individual taught assessment on the first
attempt for the significant majority of the taught assessments, noting that:

o if you falil to attain the minimum mark for up to 30 learning credits, you will be permitted to
re-take all of those assessments (except for circumstances where a resit award capped at
50% would be insufficient to achieve an overall average mark of 250% across the taught
assessments);

o if, having failed to attain the minimum mark for 30 learning credits, you fail to obtain the
minimum mark for any additional learning credits over the course of your studies you will
be disqualified from the right to re-take the assessments: this will normally result in intended
award failure. (Please note the board of examiners may at its discretion overrule this limit,
but this is not an automatic right);

o itis not permissible for you to fail an elective module and then proceed to take a different
elective module in its place.

e For Substantial pieces of assessment (corresponding to 240 credits, which are not part of the
taught assessment average), the pass mark of 250% (where they exist);

e For the thesis, a mark of 250% in order to receive a pass (where it exists).

5 Providing the minimum mark is met, a mark of 40-49% will be automatically compensated if a student’s overall average
taught assessment mark (including the failed assessment) is greater than 50%. Students are advised, however, that they
retain the right to re-take an assessment with a mark of <40% (but should note that a re-take attempt will be capped at
50%), as long as they haven'’t failed more than 30 credits. At the discretion of the Board of Examiners or by Board of
Examiners Chair's Actions a student may be permitted a re-take attempt of modules in the range of 40-49% only if the
average mark of their other taught modules would not allow them to qualify for their award (<50%).
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6. How is the course structured?
This course is offered on a part-time and full-time basis.

Part Time

Students are required to begin with the Foundations of Cyber module but then are free to undertake
the modules as fits their own requirements; noting the compulsory rules which apply. Students are
expected to study for no more than 20 credits at any one time. On average students are expected to
study 40 to 60 credits per academic year.

Full Time

Students are required to begin with the Foundations of Cyber module and then follow the full time
course schedule for the academic year in which they are studying. There are elective module options
that can be selected as fits their own requirements; noting the compulsory rules which apply. Students
are expected to study for no more than 20 credits at any one time.

7. Course Level Assessment Strateqy*

The varied assessment tasks are challenging and enable students to demonstrate a full range of skills
and attributes. The pre-requisite module, Foundations of Cyber, will introduce students to masters level
study, research techniques and academic writing and will be assessed through an essay. Assessments
will be of varying lengths, recognising that writing articles to a short length can be more challenging for
some and can develop different skills relevant to professional practice. The type of each assessment
task is clearly stated within the module descriptor. Students will produce employability relevant policy
briefing documents and reports to equip them with the skills they require to succeed in Cyber related
roles and to address the specific award ILOs [1-18]. Students have opportunities to develop their
communication skills, as they are required to give presentations. Skills development around problem
definition, analysis and problem solving has translated into ILO [15]. Feedback is given immediately
after any group activity. Modules are supported by a number of formative tasks including group
discussion, case studies, oral presentations. Formative feedback is given verbally/written within the
classroom/on the Virtual Learning Environment (VLE) following discussions from the module leader and
oral feedback provided by the tutor and peers for presentations. Students are generally encouraged to
support each other by asking and answering questions via the VLE. The taught components precede
the dissertation, so assessment can be used to develop skills required for the individual research
project. This is further supported by a dissertation workshop. Students are generally expected to be
more self-directed in their learning during this research project and guidance will be provided through
materials on the VLE and their supervisor. The research project specifically addresses ILOs 19-22 and
takes the form of a Thesis.

6 Guidance to aid colleagues writing or updating a course-level assessment strategy for inclusion in the Course Specification
can be found as Appendix K in either the Senate Handbook on Setting up a New Taught Course or the Senate Handbook on
Managing Taught Courses https://intranet.cranfield.ac.uk/EducationServices/Pages/SenateHandbooksA-Z.aspx
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Course modules

The following modules outline all parts of the programme leading to an MSC. Other awards associated with the course include some or all of these
modules.

o Calendar Assessment
£
:g z 5 rgseepsesr;g:m Multi-part Assessment Submission dates
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2| s Moae | £ 125 22| Ef | Bz | Ex |55 & |SE8Y S84 | 2|S54 558 | 4%
Title leader | 0 | P8 S| » Pl lzecsd 28 |1 21235 233 I
R- . .
1 | pErcy | Foundations of | Nikki 30 [0 |10y |osi0922 | 05i00/22] 09109122 40 | 1cw | 100% 19/0922 FT| £ 53704
-EMC Cyber Williams 03/10/22 PT
R- .
2 | pErcy | Understanding | Drbanny | oq | | 10| N [os/0022 | 05/09/22| 06/01/23] 40 | 1cw | 100% 0901723 | v 23724
UR Risk Steed FT/PT
3 R- Cyber Attack —
Dr Jacob 19/09/22 FT . 10/10/22 FT
DEFCY [ Threatsand | 09780 (30 |0 |10 | N | o500 oo | 26109/22) 30/09/22) 40 | ICW | 100% oa10/22 pT| AY 23-24
-CA Opportunities

7 Please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice

8 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)

9 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.

10 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education

11 For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
androgogical reason and where each element forms part of a continuous learning and assessment experience for students.

12 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.

13 please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment

QA&E USE ONLY: Version 01 Aptril 2021

Page 64 of 378

12




o Calendar Assessment
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3 S 3| oo S g 8 8 = 2 'Eg;‘qc‘)% SEZ 2 |55y =co =
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3 = s |<5| €| e 3y 22| 32 | Eg S |£E389 £28 | S| E2d 4E Q<
3| ¢ | wonde | £ ES) 5L 2¢ | 35 | 35 |£§ 8 |2E& 2Eh | &|85] £25 | 4:
Title Leader | 0 | P3| S| » £ |2 eEcd €8 | P |lZvd 2a3 <o
15 Workshop 12/12/22| 14/12/22
Dates: 19/06/23| 21/06/23 N/A
A 15/05/23 A 31/07/23
R-CYB- . Dr Victoria Exami
THESIS | Thesis Smy 48 [0 | 80N 15/05/23| 31/07/23 FT Discretion.
B 30/09/22 1 30/09/22| 20/00/23| 50 | Thesis| 100% 5 29/09/23
C 31/03/23 31/03/23) 29/03/24 C 29/03/24
PT

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Please list all modules that are used by another existing course.

Module code Module title Course that Other course(s)/
owns the module | programme(s) that use the
module
Information Defence Cyber Masters
Data Led Decision ;:Aapabnny i Programme
R-SISD-DLDS Support & Artificial anagemen Def 4 Securit
Intelligence efence and Security
Programme
Information Defence Cyber Masters
Emerging ;Z/Ia;;abllltr?/1 . Programme
R-SISD-ETM Technology anageme Def d Securit
Monitoring efence and Security
Programme
Defence Cyber Defence and Security
R-DEFCY-FMC Foundations of Cyber | Masters Programme
Programme
Defence Cyber Defence and Security
R-DEFCY-ST Social Technologies | Masters Programme
Programme
Defence Cyber Defence and Security
R-DEFCY-HD The H“ma” Masters Programme
Dimension
Programme
Systems Thinking for Inforngz_:}fuon Defence and Security
Organisational Capability Programme
R-SISD-STOV Viabilit Management
y Defence Cyber Masters
Programme

8. How are the ILOs assessed?

The following assessment types are utilised:

Formative Assessment: Throughout the course each student will conduct a number of online
activities, case studies and small ‘project’ like activities. As part of their online activities their
contributions will be subject to peer review by fellow students, visiting lecturers and module
leaders. A variety of approaches will be utilised for peer to peer collaboration including
presentation of information gathering and analysis undertaken, essays, problem solving, analysis
of case study scenarios (including: ‘dilemma’, ‘puzzle’, ‘discussion’, ‘how to’, and historical cases).

Summative Assessment:

Students can expect assessment on a variety of topics within the scope of the course via a piece of
submitted coursework for each module. This approach has been adopted in order to present students
with a variety of realistic problems that need to be solved using a variety of approaches which provide
opportunities to demonstrate their ability to apply skills and knowledge developed on the course, many of
which relate to situations that might be found in the workplace. To obtain an MSc, students must
complete a dissertation, demonstrating their ability to apply the skills and knowledge gained on the
course to a real world problem.

Assessment and ILO Mapping
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A. CDIA Postgraduate Certificate

CDIA CSOps Only
ILO1 ILO2 ILO3 ILO 4 ILO5 ILO6 ILO7 ILO ILO ILO ILO ILO ILO ILO ILO ILO8 ILO9 ILO
1 12 13 14 15 16 17 18 10
ICW ICW ICW ICW ICW ICW ICW ICW ICW
B. CsOps Postgraduate Certificate
CDIA/ CSOps CSOps Only
ILO1 ILO 2 ILO3 ILO4 ILO5 ILO 6 ILO7 ILO ILO ILO ILO ILO ILO ILO ILO ILO8 ILO9 ILO
1 12 13 14 15 16 17 18 10
ICW ICW ICW ICW ICW ICW ICW ICW ICW
10 ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
CIMo ICW ICW ICW ICW ICW ICW ICW ICW ICW
C. CDIA/CsOps Postgraduate Diploma
CDIA/ CSOps CSOps Only
ILO1 ILO2 ILO3 ILO 4 ILO5 ILO6 ILO7 ILO ILO ILO ILO ILO ILO ILO ILO ILO8 ILO9 ILO
1 12 13 14 15 16 17 18 10
FMC ICW ICW ICW ICW ICW ICW ICW ICW ICW
HD ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
CATO ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
M ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
CN ICW ICW ICW ICW ICW ICW ICW ICW
STOV ICW ICW ICW ICW ICW ICW ICW ICW ICW
DLDS ICW ICW ICW ICW ICW ICW
ETM ICW ICW ICW ICW ICW ICW
ST ICW ICW ICW ICW ICW ICW ICW ICW
UR ICW ICW ICW ICW ICW
CDE ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
CL ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
10 ICW ICW ICW ICW ICW ICW ICW ICW ICW ICW
CIMo ICW ICW ICW ICW ICW ICW ICW ICW ICW

D. CDIA and CsOps MSc
In addition to those outlined above, the Award intended learning outcomes are assessed by the
following module assessments:

ward | ILO19 |ILO20 |ILO21 |ILO 22
Os

Modul

DISS Thesis Thesis | Thesis | Thesis

CROSS-MODULAR ASSESSMENT (including any assessment which rests outside an individual module)

Title

Modules Covered

Assessment

Type

Weight (%)
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N/A

9. How will the University assure the quality of the provision?

New course proposals are reviewed by a Course Validation Panel, comprising at least the following
membership: normally one subject matter expert external to the School or University, at least 3 academic
staff not associated with the proposal. The Panel may include 1 member of professional staff. Panels
are supported by an appropriately trained Secretary who provides authoritative guidance on policy and
procedure to the Panel. Proposals are reviewed in line with the UK Quality Code for Higher Education.
New courses are ultimately approved by the University’s Education Committee, on behalf of Senate.

Course changes are approved by the School’s Director of Education on behalf of Education Committee
and Senate. Significant changes to a course will be referred to a Course Review Panel at the discretion
of the Director of Education.

The University has in place regular monitoring procedures for quality assurance including an Annual
Reflective Review for each course and an in depth 6 year review of each School’s (total) educational
provision known as the Senate Review.

Each course has at least one External Examiner who monitors all aspects of the assessment process.
This is in line with the guiding principles to meet the Expectations and Core Practices of the UK Quality
Code for Higher Education. External examining is one of the principal means for maintaining UK
threshold academic standards within autonomous higher education institutions.

Each course has a formally constituted Examination Board, which includes the External Examiner, and
which is responsible for ensuring that awards are made within the Regulations of the University and that
students are made awards on the basis of meeting the specified Intended Learning Outcomes of a
course at the appropriate standard.

Each course has a formally constituted Course Committee which meets at least twice a year to discuss,
inter alia, programme design and planning, the student experience (including feedback) and student
progress.

Each course has an Industry Advisory Panel (or similar) which meets at least once a year to engage with
external stakeholders on curriculum design and currency of course content.

Student feedback both qualitative and quantitative is collected for each module studied. In addition
students are invited to participate in the University’s annual New Student Survey and Student
Satisfaction Survey along with the annual national Postgraduate Taught Student Experience Survey.
The results of all feedback are considered by the Course Committee and additionally, in respect of the
University and national surveys, issues of quality are considered by and acted on where appropriate by
the Education Committee, Senate, School and University Executives.

New Partnership arrangements are considered in two stages:

1. The University Executive is responsible for ensuring appropriate due diligence has been
undertaken in respect of the University’s legal, financial, reputational and ethical responsibilities.

2. A Partnership Delivery Approval Panel then considers whether the proposal meets the UK
Quality Code for Higher Education. The delivery of new partnership provision is ultimately
approved by the Universities Education Committee, on behalf of Senate.

Year one partnership reviews are undertaken one year after the initiation of a new partnership
involving academic (award bearing) provision. The aim is to provide a supportive framework to assist
the Sponsoring School and its new Partner Institution to work collaboratively to ensure that: the
learning and teaching provision and associated student experiences are of a high standard; and that

16

QA&E USE ONLY: Version 01 April 2021
Page 68 of 378



those responsible for delivering the provision are undertaking their respective roles and
responsibilities in an appropriate way.

As part of the regular monitoring procedures for established collaborative partnerships, in addition to
the Annual Reflective Review there is an Annual Operating Statement and a 5 year review known as

a Focused Review which looks at each partnership in depth. Occasional site inspection visits are
also made.

10. What opportunities are graduates likely to have on completing the course?

The course aims to ensure that graduates are better prepared to tackle the current and emerging
demands of cyberspace. Given the rapidly changing nature of the threat and capability landscape this
education will allow graduates to recognise emerging threats and respond effectively and proactively. As
the course ties together a broad technical and business base, and is supported by a wide range of public
and private sector organisations, the qualification will be noteworthy on the CVs of those wishing to

move into strategic and operational positions in defence and businesses enabled by the information
revolution.

17
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COURSE SPECIFICATION

Cranfield University: Course Specifications
Course specifications outline the content and structure of a course leading to an award of Cranfield
University. This version of the course specification has been approved by Education Committee and
every effort has been made to ensure the accuracy of the information.

| COURSE TITLE: Design Thinking

| Date of first publication/latest revision: May 2022

1. What is the course?

Course information

Course Title Design Thinking
Course code MNDETFTC, MNDETPTC, PDDETFTC, PDDETPTC, PCDETFTC,
PCDETPTC
Academic Year 2022-23
Valid entry routes MDes, PgDip, PgCert
Additional exit routes PgDip, PgCert
Mode of delivery Full time, Part time
Location(s)' of Study Cranfield campus
School(s) SWEE
Theme Water
Centre Centre for Competitive Creative Design (C4D)
Course Director Mr Paul Lighterness
Awarding Body Cranfield University
Is this an AP Contract
2 N/A
course?
Is this course offered as a No
Cranfield Mastership?
Apprenticeship Standard N/a

the course is mapped to

Is the Degree
apprenticeship integrated N/a
or non-integrated?

Is the Mastership offered
as an open and/or closed N/a
course?

"'If any part of this course is delivered at another site, please note which one(s) here
2 AP Contract courses are provided by Cranfield University to the MoD as part of the Academic Provider contract
1
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Teaching Institution Cranfield University

Admissions body Cranfield University

Entry requirements Standard University entry requirements

UK Qualifications
Framework Level

Benchmark Statement(s) N/A

QAA FHEQ Level 7 (Masters)

Registration Period(s)

. MSc: 1 Year FT 3 Years PT
available

Course Start Month(s) Full time: October, Part time: typically an October start

Institutions delivering the course

This course is delivered by Centre for Competitive Creative Design (C4D) where the research interests
include:

e development of design-led thinking and open innovation within engineering and management
sectors

¢ innovation in the development of areas of social responsibility,

e evaluation of design effectiveness and methods and applications of design futures.

Communities of practise include:
e Break-through Innovation
e Materials Innovation
e Circular Innovation
e Data Driven Innovation

Cranfield University interacts with the following institutions and in the following ways:

C4D has a range of industrial associates and this group is normally expected to be among sponsors for
group and individual thesis projects. This group of industrial partners currently includes Ford, Procter and
Gamble, Cisco, Herman-Miller and Royal Mail, and design companies including Imagination Ltd. All group
and individual thesis projects are normally expected to be sponsored by a private or public sector partner,
although some projects are carried out internally where internal collaborations or particular subject areas
are in development.

Cranfield University remains fully responsible for the quality of the delivery of the course.
Accreditation by Public, Statutory or Regulatory Bodies (PSRBs)
This course is accredited formally by Chartered Society of Designers until 31 July 2022.

|

2. What are the aims of the course?

This course aims to:

e Equip learners, from a range of design related backgrounds, with the necessary technical and
transferable skills, theoretical knowledge, tools and techniques to appreciate the value of design
thinking and its application to industrially focused challenges,

e Provide learners with the opportunity to demonstrate and evaluate their new knowledge across a
range of different consultancy and research based problems,

o Ensure learners are able to effectively communicate the value of design thinking and its application
across industry sectors to inform a diversity of career choices.

This programme is intended for the following range of students:
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¢ Graduates with a high class undergraduate degree in a design related subject who are motivated
to develop expertise in the application of design thinking,

e Industry professionals, with a high class undergraduate degree or equivalent industrial experience,
who wish to accelerate their career, change career or develop their own business venture through
the application of design thinking.

3. What should students expect to achieve in completing the course?

Award intended learning outcomes (ILOs) (skills and knowledge).
A. Postgraduate Certificate in Design Thinking

In completing this course, and achieving the associated award, a diligent student should be able to:
ILO1. Apply state-of-the-art design tools and processes, to create product and/ or service
innovations.
ILO 2. Evaluate the role of design thinking to make formative decisions for industrial
competitiveness.
ILO 3. Analyse and deconstruct complex innovation challenges, through best practice design
methodologies, to problem solve and facilitate product, service or other innovations.

B. Postgraduate Diploma in Design Thinking

In addition to the intended learning outcomes outlined above, a diligent student would also be expected
to:

ILO 4. Integrate knowledge, understanding and skills from the taught modules in a real-life situation
to address problems faced by industrial clients; creating new problems diagnoses, designs
or system insights; and communicating findings in a professional manner in written, oral and
visual forms.

C. Master of Design in Design Thinking

In addition to the intended learning outcomes outlined above, a diligent student would also be expected
to:

ILO 5. Define research questions, develop aim(s) and objectives, select and execute a
methodology, analyse data, evaluate findings critically and draw justifiable conclusions,
demonstrating self-direction and originality of thought.

ILO 6. To communicate their individual research via a thesis and in an oral presentation in a style
suitable for academic and professional audiences.

4. How is the course taught?

Students will be supported in their learning and personal development by:

Course delivery will be the responsibility of SWEE. A combination of one, two and four week module
delivery will be shared between SWEE and the School of Management (SoM). Learners are encouraged
to reflect on the experience of this learning at the C4D within the creative modules, the group project, and
specifically organised sessions.

There are three phases that make up the course- taught modules, group project/ dissertation and individual
thesis project. Learners will be assigned a personal mentor to support their learning and specialism as
they progress through the course.

The course applies creative learning methods to provide and to foster an applied design thinking learning
experience.

The curriculum will be delivered through the development of a reflective learning and action based
approach to maximise the benefit of the multi-disciplinary and applied nature of the course. To support this
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approach, all phases of the course incorporate formative methods of assessment and feedback in addition
to summative assessment and feedback.

5. What do students need to achieve in order to graduate?

Notwithstanding University Regulations and the authorities and powers exercised by examiners, students
will normally need to demonstrate achievement in the elements of the course, as laid out in Section 6.
Courses are structured through the accumulation of credit, where 1 credit represents 10 notional learning
hours.

In brief, students will normally need to achieve the following in order to be awarded the qualifications:

A. Postgraduate Certificate
The accumulation of 60 credits® through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction week 0
User-centered Design 20
Design, Technology & Prototyping 20

ELECTIVE MODULES:
Any of the following modules adding up to an additional 20 credits:

Whole System Design 10
Creative Enterprise & Entrepreneurship 20
Project Management 10
TOTAL: 60

B. Postgraduate Diploma
The accumulation of 120 credits* through the assessment of taught modules as detailed below:

Description Credits
COMPULSORY MODULES:

Induction Week 0
User-centered Design 20
Design, Technology & Prototyping 20
Whole System Design 10
Creative Enterprise & Entrepreneurship 20
Project Management 10
Group Project (Full Time Students) 40
ELECTIVE MODULES:

Part Time Students:

Group Project 40
OR

Dissertation 40

3 Senate Regulations require a minimum of 60 learning credits to be accumulated for the Award of PgCert. The
number of learning credits for individual courses is set during course validation.
4 Senate Regulations require a minimum of 120 learning credits to be accumulated for the Award of PgDip. The
number of learning credits is set during course validation
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TOTAL: 120

C.

Master of Design

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully
complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

Description Credits
COMPULSORY MODULES:

Induction Week 0
User-centered Design 20
Design, Technology & Prototyping 20
Whole System Design 10
Creative Enterprise & Entrepreneurship 20
Project Management 10
Group Project (Full Time Students) 40
Individual Thesis Project 80

ELECTIVE MODULES:

Part Time Students:

Group Project 40
OR

Dissertation 40
TOTAL: 200

If a student does not meet the required standards for the award, the examiners for the programme may
decide to offer a lower award associated with the programme, providing that a lower exit award exists and
the student meets the requirements of that lower award.

Pass Criteria
The University operates standard pass criteria which can be found in the Senate Handbook on Assessment
Rules.

In order to achieve your award, you are required to achieve:

An overall average mark of 250%;

An average mark of 250% across the taught assessment;

All assessments need to be completed and the minimum mark attained: no more than one failure
to complete an assessment (as defined in Section 2.3) will be permitted throughout the course of
your studies (Please note that the board of examiners does not have discretion to overrule this
limit, but can refer a case to Senate’s Education Committee); °

For Taught Assessments, the minimum mark for each individual taught assessment on the first
attempt for the significant majority of the taught assessments, noting that:

5 Providing the minimum mark is met, a mark of 40-49% will be automatically compensated if a student’s overall average
taught assessment mark (including the failed assessment) is greater than 50%. Students are advised, however, that they
retain the right to re-take an assessment with a mark of <40% (but should note that a re-take attempt will be capped at
50%), as long as they haven't failed more than 30 credits. At the discretion of the Board of Examiners or by Board of
Examiners Chair’s Actions a student may be permitted a re-take attempt of modules in the range of 40-49% only if the
average mark of their other taught modules would not allow them to qualify for their award (<50%).

5

Design Thinking course specification: Version 1.0 June 2022

Page 74 of 378



o if you fail to attain the minimum mark for up to 30 learning credits, you will be permitted to
re-take all of those assessments (except for circumstances where a resit award capped at 50%
would be insufficient to achieve an overall average mark of =50% across the taught
assessments);

o if, having failed to attain the minimum mark for 30 learning credits, you fail to obtain the
minimum mark for any additional learning credits over the course of your studies you will be
disqualified from the right to re-take the assessments: this will normally result in intended award
failure. (Please note the board of examiners may at its discretion overrule this limit, but this is
not an automatic right);

o it is not permissible for you to fail an elective module and then proceed to take a different
elective module in its place.

e For Substantial pieces of assessment (corresponding to 240 credits, which are not part of the
taught assessment average), the pass mark of 250% (where they exist);
e For the thesis, a mark of 250% in order to receive a pass (where it exists).

6. How is the course structured?

Full-time students register for the course in October and are expected to complete the MDES course within
12 calendar months.

Part-time students register for the course in October and are expected to complete the MDES course
within 3 years.

The full time course is structured in three phases:

The taught phase between October and February taking five compulsory modules;
The group project phase runs between February and May;

The thesis project phase runs between May and September.

The part time course is structured in three phases:

The taught phase between October and February taking five compulsory modules (typically within the
registration period) over years one and two;

The dissertation phase is organised with a supervisor and typically delivered between years one and two.
The thesis project phase is delivered with a supervisor during year three.

7. Course Level Assessment Strategy®

Students on this course will be assessed by a variety of assessments during modules, group project and
thesis period. The summative assessment plan for the taught modules owned by the course are outlined
in the table below. For the five taught modules, a combination of individual and group coursework, will be
used to assess the modules. The assessments have been mapped against the course level ILOs to ensure
they cover the core learning across the course. Summative assessment will be complimented by on-going
formative assessment and feedback within modules.

Module Assessment Details Course Level

ILOs
User-centered Students will need to demonstrate through an individual assignment, | ILO1, ILO2, ILO3
Design using examples of the work conducted as a group, their active

6 Guidance to aid colleagues writing or updating a course-level assessment strategy for inclusion in the Course Specification
can be found as Appendix K in either the Senate Handbook on Setting up a New Taught Course or the Senate Handbook on
Managing Taught Courses https://intranet.cranfield.ac.uk/EducationServices/Pages/SenateHandbooksA-Z.aspx
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learning to get qualitative data and their analytical skills to get
consumer insights.

Individual coursework on the success of the project including
project outcomes. The assignment should be no more than 6000
words (excluding diagrams, tables and references).

Design,
Technology &
Prototyping

An individual report (24 pages) to be written in a scholarly
manner, reflecting upon the learnings of the week’s module such
as: creating a brief/requirements, creative innovation tools,
knowledge of technology readiness levels (TRLs), idea
generation and the translation of these into new technology
propositions through the use of proof of concept prototypes.

ILO1, ILO2, ILO3

Whole
Design

System

Individual Course Work - Produce an e-portfolio to document the
design process that has been undertaken and present solutions
(e-Portfolio Maximum 3000 words using photos and diagrams
where appropriate)

ILO1, ILO2, ILO3

Creative
Enterprise  and
Entrepreneurship

The assessment is broken down into two separate summative
assessments:

Group Coursework (GCW) - 4500 words (10-15 pages): A
proposed business plan, and a landing page for a crowdfunding
campaign based on a novel entrepreneurial idea generated by
the team. (60% of overall module mark). Part time students
attending the module will need to commit to engage fully with
the group assessment including meeting the published deadline
for the group coursework.

Individual Coursework (ICW) - (1500 words): Detailing the
entrepreneurial process undertaken in developing the ideas
including reflection on their role within the team and contribution
to the group deliverables. (40% of overall module mark)

ILO1, ILO2, ILO3

Project
Management

100% Group Coursework makes up the assessment for this
module.

The Groupwork requires the completion of the project workbook
which is based on the simulation that is undertaken in the
module; the workbook allows for the team to reflect on their
decisions throughout the simulation. The report will incorporate
the teams performance on the simulation.

ILO1, ILO3

Group Project

Group and Individual Course Work - The students work in small
consultancy teams typically on a client sponsored project for a
period of 10 weeks. The students are responsible for interpreting
the brief, developing a project plan, selecting and implementing
a methodology, deriving results, analysing the results and
drawing conclusions in alignment with the aims and objectives.
All students participate in a peer review activity providing them
with the opportunity to reflect on the practices of their colleagues
as well as their own. Peer review feedback is provided
individually by an independent member of academic staff. A
single group report is produced and the project is presented
orally at the concluding Exhibition Day, both elements are
summatively assessed by independent markers and a group
mark is assigned for each element. Individual assessment is
derived from supervisor observation and meeting minute actions
and an individual reflective report where the students reflect on
the development of three soft skill competencies based on
objectives that they set for themselves. The team working
competency is mandatory as one of the three skills for each
student.

ILO 4

7
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Dissertation
(Part-time
students only)

Individual Course Work - Part time students are not required to
complete the Group Project undertaken by the full time
registered students on a SWEE MSc course. An alternative
assignment takes the form of a dissertation or design project
which in most situations will be based around a topic relevant to
the work of the part-time student. It is evident that some aspects
of the Group Project experience that the work-based dissertation
replaces — for example the client interaction and group dynamics
components will not directly replicated by undertaking this
assignment. It is expected that these experiences would
normally be a part of the normal working life of the part-time
student. It is expected that the dissertation will normally consist
of the following elements: Abstract, Background context,
Introduction to the theme(s) addressed within the dissertation,
setting out the issues that will be covered, Methodology, In
depth analysis/discussion of the topics discussed, Concluding
remarks, References, Appendices (if relevant). Two supervisors
are allocated to the dissertation and supervision follows the
model used for the independent research project. The student
will submit a 6,000 word report and will give an oral presentation
of their work. Both elements of assessment will be marked by
independent assessors.

ILO 4

Individual Thesis
Project

Individual Course Work -The individual research project requires
students to further develop problem definition, hypothesis
setting, select and execute a methodology, analyse data, and
evaluate findings and draw appropriate conclusions in the
context of research questions relevant to the course followed by
a student. The student is required to communicate their findings
successfully via a thesis, written in the style of a scientific paper
and an oral presentation based around a poster. The projects
are designed to integrate knowledge, the taught modules, and
apply understanding and skills from the group project, to deliver
a high quality written thesis and oral presentation. The individual
research project/thesis is typically delivered through
collaboration with an industrial sponsor, or it may be an ‘internal’
project reflecting the research interests of the School.

ILO5and 6
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Course modules

The following modules outline all parts of the programme leading to the MDes in Design Thinking. Other awards associated with the course include some
or all of these modules.

o Calendar Assessment
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1 I-DES Induction week| A Encinas- 30 0 | N | 03/10/22 03/10/22 07/10/22 N/A | AO N/A N/A N/A

INWK Oropesa
2 I-DSL-| User-centered | A Encinas- 70 20 | N | 10/10/22 10/10/22 04/11/224 40 | ICW 100 FT 05/11/22 | May 23
A1021| Design Oropesa PT 19/11/22

7 Please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice

8 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)

9 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.

0 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education

" For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
androgogical reason and where each element forms part of a continuous learning and assessment experience for students.

12 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.

13 Please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Title Leader | S| 28 S| » - - e Ol 2 |zEf=zed] > |98 235 2
3 I-DES-| Design, P Lighterness | 70 20 | N | 07/11/22] 07/11/22] 02/12/22 40 ICW 100 FT 03/12/22 | May 23
DTP | Technology & PT 17/12/22
Prototyping
I-DFS-| Whole System | E Unal 37 10 | Y | 05/12/22 05/12/22 16/12/22] 40 ICW 100 FT 17/12/22 | May 23
A1028| Design PT 17/01/23
I-ICI- | Creative T Hieu Tran 80 20 | N | 09/01/23 09/01/23 03/02/23 40 GCW 60 FT & PT May 23
A1009| Enterprise & 04/02/23
Entrepreneurs ICW 40 FT 11/02/23
hip PT 18/02/23
M- Project D Julien 20 10| Y | 20/02/23 20/02/23 22/02/23 40 GCwW 100 FT/PT May 23
L/PMI | Management 17/03/23
I-DESH Group Project | A Encinas 16 40 | N | 13/02/23 13/02/23 05/05/23 50 GCW 64 28/04/23 @ | TBC
GRPP Oropesa 16.00
50 GPRES 16 25/04/23 @
16.00
ICW 10 05/05/23 @
16.00
RP 10 06/05/23 @
23.59hrs

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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8 |-DES- Dissertation A Encinas 10 40 | N | 20/02/23 20/02/23 22/09/23 50 IPROJ 80 22/09/23 Sept 24
DISS | (PT students | Oropesa 16.00
only)
IPRES 20 w/c 25/09/23
I-DESH Individual A Encinas- 20 80 | N | 08/05/23 08/05/23 08/09/23 50 | THESIS | 90 04/09/23 @ | Sept 24
THESI| Thesis Project | Oropesa 16.00
S
OR 10 w/c 28/08/23

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Please list all modules that are used by another existing course.

Module code Module title Course that Other course(s)/
owns the module | programme(s) that use the
module
M- L-PMI Project Management | Logistics and Design Thinking
Supply Chain Procurement and Supply
Management Chain Management

Exec Logistics and Supply
Chain Management

I-DFS-A1028 Whole System Design Thinking Sustainable Materials and
Design Manufacturing MSc as part
of EngD in Sustainable
Materials and Manufacturing

8. How are the ILOs assessed?

The following assessment types are utilised:

Group Presentations, Individual Presentations, Reflective Portfolios, Group Practical’s, Individual
Practical’s, Individual Coursework, Group Coursework, Group Project, Individual Thesis, Formative
Assessments

This approach has been adopted because:

This approach has been adopted to reflect the multidisciplinary, multiple output nature of design in industry.
The approach will provide learners with the opportunity to communicate their ideas, development,
understanding and evaluation in multiple formats to various audiences and give them experiences of
working as an individual and as part of a team. Formative assessment and feedback throughout the course
will provide learners with guidance and clarify their understanding as they work towards their summative
assessments.

Assessment and ILO Mapping

Complete the grid below by inserting in the boxes which assessments from the modules directly assess
the Award ILOs.

(Module numbers should correspond with those used in the Course module table above.)

A. Postgraduate Certificate in Design Thinking

Award | ILO1 ILO2 ILO3
ILOs
Modu
No.
2 ICW ICW ICW
3 ICW ICW ICW
4 ICW ICW ICW
5 GCW GCW GCW
ICW ICW ICW
6 GCW GCW
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B. Postgraduate Diploma in Design Thinking

In addition to those outlined above, the Award intended learning outcomes are assessed by the
following module assessments:

ward ILO4 ILO2 ILO3 ILO4
ILOs
Modu
No.
7 GCWwW
GPRES
ICW
RP
8 IPROJ
IPRES

C. Master of Design in Design Thinking

In addition to those outlined above, the Award intended learning outcomes are assessed by the
following module assessments:

Award | ILO5 ILO6
ILOs
Modu
No.
9 THESIS | THESIS
OR OR

CROSS-MODULAR ASSESSMENT (including any assessment which rests outside an individual module)

Title Modules Covered Assessment
Type Weight (%)

9. How will the University assure the quality of the provision?

New course proposals are reviewed by a Course Validation Panel, comprising at least the following
membership: normally one subject matter expert external to the School or University, at least 3 academic
staff not associated with the proposal. The Panel may include 1 member of professional staff. Panels are
supported by an appropriately trained Secretary who provides authoritative guidance on policy and
procedure to the Panel. Proposals are reviewed in line with the UK Quality Code for Higher Education.
New courses are ultimately approved by the University’s Education Committee, on behalf of Senate.

Course changes are approved by the School’s Director of Education on behalf of Education Committee
and Senate. Significant changes to a course will be referred to a Course Review Panel at the discretion
of the Director of Education.

The University has in place regular monitoring procedures for quality assurance including an Annual
Reflective Review for each course and an in depth 6 year review of each School’s (total) educational
provision known as the Senate Review.

Each course has at least one External Examiner who monitors all aspects of the assessment process.
This is in line with the guiding principles to meet the Expectations and Core Practices of the UK Quality

13
Design Thinking course specification: Version 1.0 June 2022

Page 82 of 378



Code for Higher Education. External examining is one of the principal means for maintaining UK threshold
academic standards within autonomous higher education institutions.

Each course has a formally constituted Examination Board, which includes the External Examiner, and
which is responsible for ensuring that awards are made within the Regulations of the University and that
students are made awards on the basis of meeting the specified Intended Learning Outcomes of a course
at the appropriate standard.

Each course has a formally constituted Course Committee which meets at least twice a year to discuss,
inter alia, programme design and planning, the student experience (including feedback) and student
progress.

Each course has an Industry Advisory Panel (or similar) which meets at least once a year to engage with
external stakeholders on curriculum design and currency of course content.

Student feedback both qualitative and quantitative is collected for each module studied. In addition
students are invited to participate in the University’s annual New Student Survey and Student Satisfaction
Survey along with the annual national Postgraduate Taught Student Experience Survey. The results of all
feedback are considered by the Course Committee and additionally, in respect of the University and
national surveys, issues of quality are considered by and acted on where appropriate by the Education
Committee, Senate, School and University Executives.

New Partnership arrangements are considered in two stages:

1. The University Executive is responsible for ensuring appropriate due diligence has been
undertaken in respect of the University’s legal, financial, reputational and ethical responsibilities.

2. A Partnership Delivery Approval Panel then considers whether the proposal meets the UK Quality
Code for Higher Education. The delivery of new partnership provision is ultimately approved by the
Universities Education Committee, on behalf of Senate.

Year one partnership reviews are undertaken one year after the initiation of a new partnership involving
academic (award bearing) provision. The aim is to provide a supportive framework to assist the
Sponsoring School and its new Partner Institution to work collaboratively to ensure that: the learning
and teaching provision and associated student experiences are of a high standard; and that those
responsible for delivering the provision are undertaking their respective roles and responsibilities in an
appropriate way.

As part of the regular monitoring procedures for established collaborative partnerships, in addition to
the Annual Reflective Review there is an Annual Operating Statement and a 5 year review known as
a Focused Review which looks at each partnership in depth. Occasional site inspection visits are also
made.

10. What opportunities are graduates likely to have on completing the course?

The course and C4D produce post-graduates who are able to take leadership positions in the private and
public sectors, embedding creative and innovation techniques into all areas. Students will get the
opportunity to develop specialisms depending upon their interests, training requirements and desired
career paths. They will have ample opportunity to develop their own academic and industrial networks
through joining one of C4D's communities of practice in areas such as Breakthrough Innovation, Materials
Innovation, Data Driven Innovation or Circular Innovation. Graduates are expected to leave C4D with a
strong idea of their future career goals and an active network of peers, academics and industrialists
through which to pursue them.
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COURSE SPECIFICATION

Cranfield

University

Cranfield University: Course Specifications
Course specifications outline the content and structure of a course leading to an award of Cranfield
University. This version of the course specification has been approved by Education Committee and

every effort has been made to ensure the accuracy of the information.

| Date of first publication/latest revision:

16/02/2022

1. Whatis the course?

Course information

Course Title

Digital and Technology Solutions
with specialisms in:
Data Analytics (DA)
Digital Business and Enterprise (DBE)

Course code

enter here

Academic Year

2022-2023

Valid entry routes

MSc (Apprenticeship and Non-Apprenticeship); PgDip (Non-
Apprenticeship only); PgCert (Non-Apprenticeship only)

Additional exit routes

enter here — e.g., PgDip, PgCert

Mode of delivery

Part-time

Location(s)! of Study

Cranfield University (or client site), and Online

School(s) School of Aerospace, Transport, and Manufacturing
Theme Manufacturing
Centre Digital Engineering and Manufacturing

Course Director

John Erkoyuncu

Awarding Body

Cranfield University

Is this an AP Contract
course??

No

Is this course offered as a
Cranfield Apprenticeship?

Yes

Apprenticeship Standard
the course is mapped to

Digital and Technology Solutions Specialist (Integrated Degree)

e Data Analytics Specialist;

e Digital Business and Enterprise Systems Architecture Specialist

Is the Degree
apprenticeship integrated
or non-integrated?

Integrated

Is the Apprenticeship
offered as an open and/or
closed course?

Open and closed

1 If any part of this course is delivered at another site, please note which one(s) here

2 AP Contract courses are provided by Cranfield University to the MoD as part of the Academic Provider contract
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Teaching Institution Cranfield University

Admissions body Cranfield University

Entry requirements Standard University entry requirements

UK Qualifications
Framework Level

Benchmark Statement(s) N/A

QAA FHEA Level 7 Masters

Registration Period(s)
available

Course Start Month(s) October 2022; November 2022; February 2023

24 months

Institutions delivering the course

This course is delivered by the School of Aerospace, Transport and Manufacturing, and within the
Manufacturing theme it is led by the Centre for Digital Engineering and Manufacturing where the
research interests include:

Business intelligence, digitalisation of manufacturing and service processes, modelling and optimisation
of complex systems, digital twins, artificial intelligence, visualisation using virtual and augmented reality,
system test and assurance.

Cranfield University interacts with the following institutions and in the following ways:

NA

Cranfield University remains fully responsible for the quality of the delivery of the course.

Accreditation by Public, Statutory or Regulatory Bodies (PSRBS)

As a new course there is currently no external professional body accreditation in place.

It is intended to apply to the IET and IMechE for professional accreditation in the future. All module

ILOs have been designed with cognisance of AHEP requirements.

2. What are the aims of the course?

The Digital and Technology Solutions MSc programme takes a holistic view to offer awareness and
hands-on practical knowledge to design and develop digital technologies and solutions (including
Al/Machine learning, digital twins, AR/VR, data analytics, data management) across industries that rely
on complex engineered products and services. The course blends technical and managerial skills to
promote the creation, adoption, and evolution of digital technologies and solutions. The course has been
developed bearing in mind a number of contextual challenges faced in manufacturing and maintenance
of complex engineered assets as noted below:
*  While manufacturers are aware of the benefits of Integrated Digital Technologies (IDTs), MakeUK
has found 44% are not yet adopting them.
+ Since 2018 digital skills and data compatibility have remained unchanged as the top two barriers
of adoption.
*  Whilst German manufacturing productivity grew by 6% between 2000 and 2015, UK productivity
decreased by 6.1% (McKinsey Global Institute analysis).

Through our own engagement with over twenty organisations across industry sectors such as defence,
aerospace, rail, and wider manufacturing we have identified numerous needs for skills development:
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e Business challenges - Relating technology application to strategic aims and business value, as
well as understanding human-machine interactions. Achieving this by aligning opportunity to
strategic vision and generating near-term value.

e Data acquisition and integration challenges by managing data pipelines, ensuring quality and
assurance and integrating different types of models that truly represent the physical counterpart-
through systems of systems thinking.

e Application of analytics models requires cultural and technical challenges to be addressed in their
design and development.

o Enterprise networks all the way to micro service architectures will be key to through-life
optimisation and bringing innovative digital services to market.

e Trust and ethical considerations in decision making and autonomy of systems requires robust
assurance and regulatory alignment

This course offers to develop skills and aims to contribute to a 20% improvement in each of the areas of:
asset/process performance, overall costs and environmental impact. We aim to contribute to creating a
dynamic workforce, where each individual may influence the future of their organisation in areas such as
design, manufacturing and maintenance. By allowing individuals to have oversight of the entirety of
value-added processes, their long-term position will be secured as job roles evolve.

The Digital and Technology Solutions MSc programme is aligned to the Digital and Technology Solutions
Standard (https://www.instituteforapprenticeships.org/apprenticeship-standards/digital-and-technology-
solutions-specialist-integrated-degree/) set by the Institute for Apprenticeships and Technical Education
and the levy covers the tuition fees for those eligible. The design of the Course has applied Ofsted 3 I's
to meet the Apprenticeship Standard:

e Intent (what and why): we established the focus and reasoning behind the course through
extensive engagement with industry. The Course has an ambitious target to close numerous
skills gaps in digital engineering to improve on targets such as productivity, sustainability and
commercial gains.

¢ Implication (how): students on the course will be able to design and develop digital technology
and solutions to address challenges and create new opportunities.

¢ Impact: students will be able to transform the way organisations operate by embedding digital
transformation at the heart of change. This will lead to impact in numerous areas such as
performance improvements, commercial gains, and environmental enhancements.

The course is open to both Apprenticeship and non-Apprenticeship applicants. On entry, Apprentices
have to choose one of two available specialism routes in the MSc: 'Data Analytics Specialist' or 'Digital
Business and Enterprise Systems Architecture Specialist'. Apprentices must fulfil the set of Knowledge,
Skills and Behaviours (KSB) aligned to the specialism selected and must also complete an End-Point
Assessment (EPA). Non-apprenticeship students do not need to select a specific specialism and will
have flexibility to select 2 modules from the 4 elective options.

The delivery of the course will rely on innovative approaches such as problem-based learning (PBL),
blended learning methods. PBL will be delivered through case studies developed with industry that focus
on digitalisation challenges and opportunities related to complex engineered products and services
related to sectors such as defence, aerospace, rail, and nuclear. The case studies will provide the
architecture to facilitate learning throughout the modules as students explore alternative routes to solve
the challenges set. Blended learning refers to the combination of face-to-face and online collaboration
during modules that are delivered face to face (Modules 1 and 8). As an example, we will organise group
activities that can utilise online collaboration with external experts and will also have face-to-face
engagement on alternative tasks. We will also pay due attention to Prevent, Safeguarding and British
Values, in respect of upskilling. In the Course Induction and Module 1 we will introduce skills needed to
recognise and prevent radicalization and extremism, the principles of safeguarding, the prevent duty and
its importance in society, and the importance of online safety and British values. The lessons to be
learned will be reinforced throughout the course through the Course Director, Module Leaders, Tutor,
Academic Supervisors, and module lecturers. We will highlight that understanding safeguarding and
prevention can benefit the wider safeguarding practices within the workplace. The embedding of English
and Maths will be through the taught modules and assignments.
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The course will significantly improve the career prospects of students as they will be equipped with the
skills to not only choose the right digital technologies and solutions across the life cycle of complex
engineered assets, but also be able to apply their knowledge to create solutions to address significant
challenges.

The course is designed to enable digital transformation across organisations, and it will promote
numerous opportunities to enhance commercial gains, improve productivity, and contribute to
sustainability.

This programme is intended for the following range of students:

The course has been designed for industry professionals in a way that fits around demanding careers.
Furthermore, the course aims to develop skills to lead change in business through digital technologies
and processes. The candidates will be employed by an organisation and will be able to undertake work-
based projects related to their specialism or topic of interest. For those who recognise the potential for a
long and successful career utilising digital technologies and solutions across the different phases of the
life cycle for complex engineered assets. This course addresses the need for highly trained professionals
that rely on digital technologies and solutions required to transform operations into a world-class
business in all sectors of manufacturing and is suitable for:

e Experienced professionals who are seeking or are progressing to senior leadership roles
within manufacturing or related sectors.

e Early and mid-career professionals who want a “real-world” based education that they can
apply directly to their workplace.

e Second career professionals seeking a change into manufacturing/maintenance-related
or digitally driven organisation.

Employer engagement is critical for this course in order to make it a win-win experience for the
organisation as well as the individual on the Course. We have planned regular touch points between the
Tutor (for Apprenticeship and non-apprenticeship students), Course Director, Industrial Sponsor and
Student to enable the development of a plan and to ensure the impactful delivery of the MSc journey
together. For apprenticeship students, these meetings will focus on planning and evaluating the KSBs
that have to be demonstrated within the workspace. As part of these meetings, we will also review and
ensure we comply with the apprenticeship off-the-job requirements as noted by the new ESFA funding rules
on taught hours. For non-apprenticeship tutors we will hold similar meetings to empower the students in
the MSc journey with respect to their learning experience and achieving impact in their organisations.
Employers will have the opportunity to influence the Group project, Individual Practical Project, and the
assignments on the modules. In this process we will explore opportunities for maximum value-added
outcomes from the Course. For the Student, we will aim to align the Course to their career aspirations
and offer a bespoke experience for skills development.

The student workload is an important element to consider, which we have taken steps to make the MSc
experience both fulfilling and impactful. The course aims to support students by aligning their day-to-day
work with the MSc commitments. In parallel to regular academic feedback, there will be the Tutor to
support students, through regular meetings, in realising opportunities to apply the learning, and in
providing feedback on progress. This will come primarily from a practical perspective and will be centred
on progressing on the personal and organisational aspirations. There will be no overlap between the
assignment and the delivery of the following module in the Course in order to support workload
commitments.
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3. What should students expect to achieve in completing the course?

Award intended learning outcomes (ILOs) (skills and knowledge).

A. Postgraduate Certificate (PgCert):

In completing this course, and achieving the associated award, a diligent student should be able to:
ILO 1.  Justify the need for digital technologies and solutions in light of specific organisational goals;
ILO 2. Compare and contrast digital technologies and solutions with the intent to design solutions

within enterprise boundaries;

ILO 3. Evaluate modelling approaches, and develop integrated simulation models for complex

digital transformation targets.

B. Postgraduate Diploma (PgDip):

In addition to the intended learning outcomes outlined above, a diligent student would also be expected

to:
ILO 4. Critically evaluate the need for data and justify the journey that data takes from acquisition,
to distribution, to use and to storage with a view to derive enterprise-level value;
ILO 5. Select suitable modelling approaches, and apply alternative methods to address key
decisional challenges and evaluate the impact attained;
ILO 6. In groups, evaluate and develop a plan for workplace transformation through the
implementation of digital technology and solutions;
C. MSc

In addition to the intended learning outcomes outlined above, a diligent student would also be expected

to:

ILO 7. Evaluate alternative means to communicate results from qualitative and quantitative analysis

and develop visualisation methods for different types of stakeholders to interact with results

ILO 8. Critically evaluate operational and strategic approaches to developing integrated digital

technology and solutions;

ILO 9. Justify robust digital technology and solutions through test and assurance methods.

4. How is the course taught?

Students will be supported in their learning and personal development by a number of people including
the Course Director, Student Administrative Support Lead, Module Leaders, Apprenticeship Tutor, relevant
lecturers on modules, and Academic Supervisors on Group and Individual Projects. Students will also
have the opportunity to learn from our Careers Service Team and engage with the wider Alumni office.

The course is composed of three core parts:

1)

2)

3)

For L7 apprenticeship students there are eight compulsory taught modules spread between
months 1-16; for the non-apprenticeship students there are six compulsory taught modules and
two electives.

Group project between months 6-12, including 4-6 people working on a project that is relevant,
and impactful typically to the day-to-day job;

Individual practical project (IPP — For apprentices) / Individual research project (IRR — Non-
apprentices). The student, in collaboration with the employer and the University will determine an
Individual Project that is aligned to the day-to-day job and offers to make a significant impact on
the business. This business-related project will run between months 14-24 and will be written-up
as a report between months 21-24. During months 20-21 time will be allocated to the gateway
assessments (for apprentices) and presentation preparation (for non-apprenticeship students).
Apprenticeship students will need to complete the End-Point Assessment between months 21-24.

Apprenticeship students, throughout the whole course, will need to provide evidence on the KSBs. KSBs
are mapped for each credit-bearing part of the study and students will need to reflect on their learning
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and demonstrate how they have been able to make an impact in their organisation according to this
mapping. The EPA element will be assessed through the individual practical project report and the
professional discussion. In the report, students will need to highlight how each KSB has been addressed.
Similarly, in the professional discussion, the KSBs need to be evidenced through a portfolio of evidence.
The Apprenticeship students will quarterly have Tripartite meetings with their Apprenticeship Tutor, and
their Company Sponsor to discuss their progress against the KSBs, and will have the opportunity to
reflect on their learning and the impact that they are making in the Sponsor organisation. As the EPA
Organisation, Cranfield takes on the following responsibilities: 1) provide an apprenticeship tutor for each
student to undertake the quarterly Tripartite meetings throughout the course, 2) manage the gateway
assessment for each student, 3) manage the EPA delivery with at least two independent assessors that
have not been involved in the Course and 4) facilitate lectures and projects that will enable students to
fulfil the required KSBs for each specialism.

The induction module will be delivered face to face, but there will be opportunities to join online. All
modules will be delivered based on PBL. This is an important point for the delivery of the course, to
provide challenges, which have been co-designed with industry, to provide a central focus to each taught
module. Taught modules 1 and 8 (‘Introduction to Digital Engineering’ and ‘Digital integration and
System Testing’) will be delivered wholly face to face. In Module 1 will introduce PBL and promote
networking across the cohort. Module 8 will be face-to-face to deliver an integrated digital solution, which
will require very close engagement on physical and digital assets. The PBL approach will offer a flipped
classroom engagement style where students will have the opportunity to investigate, explore, and
collaborate in the process of solving problems through case studies. Accordingly, each module will be
systematically structured around a significant industrial challenge (or a set of challenges) that is relevant
to the particular module. Industrial challenges have been developed through a series of workshops with
over 20 organisations to capture common cross-organisational challenges that are impactful
commercially and technically. In PBL, the interaction between the lecturer and students will be enabled
by applying a range of methods including case studies, experiments, storyboards, questionnaires
developed by students to interact with experts, mind maps, interactive graphs, AR/VR, simulation
models, worked examples, and tutorials. Sessions will be tackled based on group discussions, research
and guidance provided by the module leader or lecturers. The guidance will be offered in various formats
whether it be recorded videos to be viewed prior to or during the module, live presentations on particular
points, supplementary content such as academic papers and industrial white papers or open
discussions. Modules 2-7 will be delivered through distance learning, with both live lectures/interaction
through an online portal and recorded material (e.g., videos) will be shared through the VLE.

Students will work in groups to address the challenges set through PBL in each module. A series of live
face-to-face/online and recorded guidance material including technical lectures will facilitate the student’s
process of addressing the set challenges. The group activity within modules will not be graded, but it will
serve as formative assessment. The feedback on this by lecturers and the Module Leader will help the
students to prepare the assignment that forms the module-level summative assessment. Across the
modules students will progressively work on the development of an integrated digital technology and
solution for an industrially led challenge. This will not be graded and will be part of the formative
assessment within the modules. The sequence of modules has purposefully been constructed in order to
build the integrated solution in a modular manner. The individual project is an individualistic study that
promotes on-the-job learning alongside independent self-study to solve an industrial challenge focused
on the digital technology and solution creation. These challenges will typically be strategic or operational
in nature and will be value driven based on the impact that a digital technology or solution can make.

Students will engage regularly (e.g., around every 3 months) with a course independent tutor who will
have the role of facilitating implementation of new knowledge in the workplace and to clarify any on-
going queries. For apprentices, the tutor will also provide guidance with the process of evidencing the
required KSBs necessary for the Gateway in Month 20 of the programme. The tutor will also provide the
opportunity to engage with the Industrial Line Manager / Sponsor to offer a path for effective
organisational impact from the course. Students will also have up to two academic supervisors to guide
with the research and direction of studies during their group and individual project components.

In the case where resits are required, the course has been designed to allow flexibility. Modules will be
completed between M1-16. If a resit is required for a module, we commit to offering a flexible route to
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conduct the new assessment based on feasible dates offered by the student and the Module Leader.
Resits for group projects will be through the next available cohort. Resits for Individual Practical Projects
will also be turned around in a timeline that aligns with the student’s availability.

5. What do students need to achieve in order to graduate?

Notwithstanding University Regulations and the authorities and powers exercised by examiners, students
will normally need to demonstrate achievement in the elements of the course, as laid out in Section 6.
Courses are structured through the accumulation of credit, where 1 credit represents 10 notional learning
hours.

In brief, students will normally need to achieve the following in order to be awarded the qualifications:

A. Postgraduate Certificate
The accumulation of 60 credits (or more) through the assessment of taught modules as detailed below:

Description Credits

COMPULSORY MODULES:

Induction 0
Modules 1-4, 40
ELECTIVE MODULES:
Any 2 modules from 5, 6, 7, 8, 9 or 10 20
TOTAL: 60

B. Postgraduate Diploma

The accumulation of 120 credits (or more) through the assessment of taught modules as detailed below:
Description Credits
COMPULSORY MODULES:
Induction 0
Modules 1-4, 7 and 8 60
Group Project (Module 11) 40
ELECTIVE MODULES.:
Any 2 modules from 5, 6, 9 or 10 20
TOTAL: 120

C MSc

In addition to the requirement for the Postgraduate Diploma outlined above, students must successfully
complete the thesis. An MSc will be awarded on successful completion of 200 credits as outlined below:

APPRENTICESHIP STUDENTS

Digital Business and Enterprise specialism

Description: Credits
COMPULSORY MODULES:
Induction (Module 0) 0
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Modules 1-4, and 7-10 80
Group Project (Module 11) 40
Individual Practical Project (Module 14) 80

ELECTIVE MODULES:

TOTAL: 200

Data Analytics specialism

Description: Credits

COMPULSORY MODULES:

Induction (Module 0) 0

Modules 1-8 80
Group Project (Module 11) 40
Individual Practical Project (Module 13) 80

ELECTIVE MODULES:

TOTAL: 200

NON-APPRENTICESHIP STUDENTS

Description: Credits

COMPULSORY MODULES:

Induction (Module 0) 0

Modules 1-4, 7 and 8 60
Group Project (Module 11) 40
Individual Research Project (Module 12) 80

ELECTIVE MODULES:
Any 2 modules from 5, 6, 9 or 10 20
TOTAL: 200

If a student does not meet the required standards for the award, the examiners for the programme may
decide to offer a lower award associated with the programme, providing that a lower exit award exists and
the student meets the requirements of that lower award.

Pass Criteria
The University operates standard pass criteria which can be found in the Senate Handbook on Assessment
Rules.

In order to achieve your award, you are required to achieve:

e An overall average mark of 250%;

e An average mark of 250% across the taught assessment;

e All assessments need to be completed and the minimum mark attained: no more than one failure
to complete an assessment (as defined in Section 2.3) will be permitted throughout the course of

8

Quality Assurance and Enhancement V1.1 March 2020
Page 91 of 378



your studies (Please note that the board of examiners does not have discretion to overrule this

limit, but can refer a case to Senate’s Education Committee); *

e For Taught Assessments, the minimum mark for each individual taught assessment on the first
attempt for the significant majority of the taught assessments, noting that:

o if you fail to attain the minimum mark for up to 30 learning credits, you will be permitted to
re-take all of those assessments (except for circumstances where a resit award capped at
50% would be insufficient to achieve an overall average mark of 250% across the taught
assessments);

o if, having failed to attain the minimum mark for 30 learning credits, you fail to obtain the
minimum mark for any additional learning credits over the course of your studies you will
be disqualified from the right to re-take the assessments: this will normally result in intended
award failure. (Please note the board of examiners may at its discretion overrule this limit,
but this is not an automatic right);

o itis not permissible for you to fail an elective module and then proceed to take a different
elective module in its place.

e For Substantial pieces of assessment (corresponding to 240 credits, which are not part of the
taught assessment average), the pass mark of 250% (where they exist);
e For the thesis, a mark of 250% in order to receive a pass (where it exists).

6. How is the course structured?

The course is planned as a 24-month programme. There are three main parts to the course:

1) For L7 apprenticeship students there are eight compulsory taught modules between months 1-
16; for the non-apprenticeship students there are six compulsory modules and two electives - 80
credits — 10 for each module.

2) Group project - 40 credits between months 6-12.

3) Individual practical project (for apprenticeship students) / Individual Research Project (Non-
apprenticeship students) - 80 credits between months 14-24.

The course aligns with the level 7 Digital and Technology Solutions Specialist (Integrated Degree) with
the Data Analytics Specialist and Digital Business & Enterprise Systems Architecture Specialist
occupational streams as course specialisms, which align with the KSBs noted in the Apprenticeship
standard. For apprentices, the Gateway will typically be managed between months 20-21.

The course Induction is not credit-bearing but will provide the basis of the course and explain the key
terms and ways of working in the course. All taught modules will be structured in PBL format.

Modules titled ‘Introduction to Digital Engineering’ (first taught module) and ‘Digital integration and
Systems Test’ (last taught module) will be delivered face to face over a 5-day duration between Monday
to Friday. The remaining six modules will be delivered online over a 5-day duration from Wednesday-
Tuesday as we will provide the weekend as a break during each of these modules. For the online
delivery, we will use collaborative virtual platforms that enable group activities, and the ability to share
documents and jointly work on alternative problems. The Course will benefit from the intended mixed
delivery format of face-to-face and online delivery, as we will be able to represent hybrid work
environments being increasingly adopted across industry and provide the opportunity to develop
communication skills in a variety of contexts.

The module delivery follows a step-by-step process to create an integrated digital technology and
solution. The sequence of the modules resembles a typical process for new product development with
the following structure: a) evaluate the need, and commercially justify the technology and solution, b)

3 Providing the minimum mark is met, a mark of 40-49% will be automatically compensated if a student’s overall average
taught assessment mark (including the failed assessment) is greater than 50%. Students are advised, however, that they
retain the right to re-take an assessment with a mark of <40% (but should note that a re-take attempt will be capped at
50%), as long as they haven'’t failed more than 30 credits. At the discretion of the Board of Examiners or by Board of
Examiners Chair’s Actions a student may be permitted a re-take attempt of modules in the range of 40-49% only if the
average mark of their other taught modules would not allow them to qualify for their award (<50%).
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design the technology in relation to organisational constraints, ¢) develop technology and solution with
value creation at the heart of decisional capability to be created, and d) integrating and testing the
developed technology and solution. The integrated technology and solution will be one of the significant
outputs from the students on the course and is expected to offer major industrial improvements in
sponsor organisations. The specific focus of the integrated technology and solution (output of the
formative assessments across the modules) to be developed at the end of the modules will be agreed
between the Course Director, student and the Sponsor before the first module. Furthermore, the
integrated solution from the modules will be different to the individual project.

The group project will consist of 4-6 students working for 6 months between months 6-12 on an
industrially relevant project. The group project will be defined within the first 3 months of the course in
collaboration with the sponsors. We will typically have students from multiple organisations to work on
the same group project. However, if an organisation prefers a project with solely their staff in a group, we
will be able to offer that option wherever possible. A range of group projects will be made available to
students to select from. The outcome of the project is expected to be a digital technology and solution.

The Individual Practical Project (apprenticeship student) / Individual Research Project (non-apprentice
student) will involve developing a new industry-scale digital technology or solution. The project will
typically be aligned to the students' day-to-day job, and it will focus on addressing a major challenge, or
creating a new improvement opportunity. The individual project will be defined between months 12-14 in
agreement between the Course Director, Group Project Module Leader, the Industrial Sponsor / Line
Manager and the student.

7. Course Level Assessment Strategy*

The assessment tasks are challenging and enable students to demonstrate a full range of skills and
attributes. The taught modules will introduce students to a range of digital technologies and will be
assessed through a number of types of assessments including ‘essay’, ‘proposal or bid’, ‘report’ or
‘practical work’. Each of the modules will set challenges for students to solve whether it be a strategic
proposal, or a technical technology or solution, which will be communicated through various means such
as a write-up, video, simulation etc. Students will write employability relevant policy briefing documents
to equip them with the skills they require to succeed in and to address the specific ILOs. Students then
have opportunities to develop their communication skills, as they are required to give a group
presentation and individual presentation.

The ability to work effectively in groups is a highly desirable skill which has been reflected in the course
level ILOs. Taught modules are supported by a number of formative tasks including group discussion,
case studies, and oral presentations. Formative feedback is given immediately after the group
presentation within the module. Students will also engage with an interactive learning activity, which
incorporates formative feedback. Some taught modules will overlap with the Group Project, and
Individual Practical Project/Individual Research Project. Students are generally expected to be more self-
directed in their learning although guidance will be provided through academic supervision and the Tutor.

4 Guidance to aid colleagues writing or updating a course-level assessment strategy for inclusion in the Course Specification

can be found as Appendix K in either the Senate Handbook on Setting up a New Taught Course or the Senate Handbook on
Managing Taught Courses https://intranet.cranfield.ac.uk/EducationServices/Pages/SenateHandbooksA-Z.aspx
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Course modules

The following modules outline all parts of the programme leading to MSc. Other awards associated with the course include some or all of these modules.

Timetable for October 2022 Cohort:

o Calendar Assessment
c
@ o _ Independent Multi-part .
S £ © <] Assessment Assessment Submission dates
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3 3 gl =g g 29 2o 2 £ 15} E%g_&E-O = gg'c 2@
<} s} Module £l 38 g & o9 o <} =¥ o 2309 294 8|21 g5¢ g
= = - o ool =| = =a =0 = =h S L ooc g 9 124 o> % 0n O
Title Leader olraole = S eEcd31-139 <03 <x
0 Induction John 21 0 N |11/10/2022 | 11/10/22 13/10/2022 AO
Erkoyuncu
1 Introduction to | John 32 10 | N | 31/10/2022 | 31/10/2022 | 04/11/2022 | 50 | ICW 100 16/12/2022| To be set as soon
Digital Erkoyuncu as possible bfyh
Engineerin agreement of the
g ¢} Module Leader
and student after
the announcement
of marks

5 Please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice

6 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)

7 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.

8 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education.

9 For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
andragogical reason and where each element forms part of a continuous learning and assessment experience for students.

10 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.

11 please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Calendar Assessment

Independent Multi-part

Submission dates
Assessment Assessment

Lio

Module
Title Leader

Module Start Date (eg
Module Delivery End Date
Minimum Mark? - 40% or

Pre-course task)
Module Delivery Start

Module Number

Module code
Total hours delivered by Visiting
Lecturers ©

Date

ssessments

Credits
Is the module shared? Y/N

Contact hours®

Type of Assessment
\Weighting within
module® (%) of
Independent
\Weighting within
Type of Assessment
\Weighting of individual
IAssessment
Submission and/or
exam datel!
IAssessment / Exam
Retake date

2

Digital Pavan 32 10 03/01/2023 | 11/01/2023 | 17/01/2023 | 50 | ICW 100 28/02/2023| To be set as soon

Business & Addepalli as possible by
Enterprise agreement of the

Module Leader
Systems and student after
the announcement
of marks

Digital Twins | John 32 10 | N | 15/02/2023 | 01/03/2023 | 07/03/2023 | 50 | ICW 100 11/04/2023| To be set as soon

Erkoyuncu as possible by
agreement of the

Module Leader
and student after
the announcement
of marks

Integrated Christina 32 10 | N | 29/03/2023 | 12/04/2023 | 18/04/2023 | 50 | ICW 100 30/05/2023| To be set as soon
Data Latsou as possible by

Management agreement of the
Module Leader

and student after
the announcement
of marks

Digital Maryam Fars| 32 10 | N | 16/05/2023 | 31/05/2023 | 06/06/2023 | 50 | ICW 100 18/07/2023| To be set as soon

Business as possible by
Analysis agreement of the

Module Leader

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Calendar Assessment

Independent Multi-part

Submission dates
Assessment Assessment

Lio

Module
Title Leader

Module Start Date (eg
Module Delivery End Date
Minimum Mark? - 40% or

Pre-course task)
Module Delivery Start

Module Number

Module code
Total hours delivered by Visiting
Lecturers ©

Date

ssessments

Credits
Is the module shared? Y/N

IAssessment / Exam

\Weighting of individual
Retake date

Contact hours®

Type of Assessment
\Weighting within
module® (%) of
Independent
\Weighting within
Type of Assessment
IAssessment
Submission and/or
exam datel!

and student after
the announcement
of marks

Data Analytics | Samir Khan | 32 10| N | 05/07/2023 | 19/07/2023 | 25/07/2023 | 50 | ICW 100 05/09/2023| To be set as soon

and Atrtificial as possible by
Intelligence agreement of the
Module Leader

and student after
the announcement
of marks

Adaptive Sam Court | 32 10 | N | 06/09/2023 | 20/09/2023 | 26/09/2023 | 50 | ICW 100 07/11/2023| To be set as soon

visualisation as possible by
agreement of the

Module Leader
and student after
the announcement
of marks

Digital Sam Court | 32 10 | N | 30/10/2023 | 13/11/2023 | 17/11/2023 | 50 | ICW 100 02/01/2024| To be set as soon

integration and as possible by
System agreement of the

. Module Leader
Testing and student after
the announcement
of marks

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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o Calendar Assessment
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@ o _ Independent Multi-part .
> £ IS © Assessment Assessment Submission dates
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= = - o ool =| = = =0 = =h S L ooc g 9 124 o> % 0n O
Title Leader OoOl=3l ol o 2 = € < =i = D > I
9 Digitally Maryam 32 10 | N | 16/05/2023 | 31/05/2023 | 06/06/2023 | 50 | ICW 100 18/07/2023| To be set as soon
Enabled Farsi as possible by
Servitisation agreement of the
Module Leader
and student after
the announcement
of marks
10 Digitalisation Maryam 32 10 | N | 05/07/2023 | 19/07/2023 | 25/07/2023 | 50 | ICW 100 05/09/2023| To be set as soon
of Cost Farsi as possible bfyh
Enagineerin agreement of the
gineenng Module Leader
and student after
the announcement
of marks
11 Group Samir Khan | 24 40 | N | 06/03/2023 | 06/03/2023 | 01/09/2023 | 50 | GCW 64 01/09/2023| To be set as soon
Project as possible by
GPRES |16 08/09/2023 agreement of the
Module Leader
and student after
RP 20 01/09/2023 the announcement
of marks
12 Individual Samuel 80 80 | N | 06/11/2023 | 06/11/2023 | 06/09/2024 | 50 | THESIS 75 06/09/2024| As recommended
Research Court by the_ Board of
Project IPRES 25 20/09/2024| Examiners

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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o Calendar Assessment
c
@ o _ Independent Multi-part .
> £ © © Assessment Assessment Submission dates
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3 3 s | <5l 2| o 39 3 e 3 E o £524 51515 9¢ 8 X
<} s} Module c | 858 3| £ o9 o <} =¥ o 2309 298| 2] g5¢ g
= = Title Leader S|o9 5] » =0 =0 = = > oo LS|l LyY oa>% o
olraole = S eEcd31-1391 <03 <x
13 Individual Samuel 80 80| N | 06/11/2023 | Gateway 06/09/2024 | 50 | ICW 75 06/09/2024| As recommended
Practical Court completion | (if no delay following End-
Project (Data date with OR 25 20/09/2024| Point
Analytics Gateway Assessment
ol completion
Specialist) date.
otherwise 3
months after
Gateway
completion
date)
Individual Samuel 80 80| N | 06/11/2023 | Gateway 06/09/2024 | 50 | ICW 75 06/09/2024| As recommended
Practical Court completion | (if no delay following End-
Project date with OR 25 20/09/2024| Point
(Digital Gateway Assessment
Business and completion
Enterprise date,
otherwise 3
Systgms months after
Architecture Gateway
Specialist) completion
date)

Assessment Types: AO — Attendance only; ICW — Individual Coursework; GCW — Group Coursework; IPRES — Individual Presentation; GPRES — Group Presentation; IPRAC — Individual Practical; GPRAC — Group
Practical; IPROJ — Individual Project (>20 credits); GPROJ — Group Project (>20 credits); EX — Examination ; RP — Reflective Portfolio; OR- Viva Voce examination; THESIS — Thesis; MULTI — Multi-part Assessment
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Timetable for February 2023 cohort:

o Calendar Assessment
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s| g Modue [ £ |Eg BlL&| &8¢ S S 1 8 | 23892188 656§ s
Title Leader | S | P8 G| © - ° 2 |zecd3|2[39 233 2
0 Induction John 21 0 | N |13/02/2023 | 13/02/2023| 15/02/2023 AO
Erkoyuncu
1 Introduction to| John 32 10| N | 27/03/2023 | 27/03/2023 | 31/03/2023 | 50 | ICW 100 21/06/2023] To be set as soon as
Digital Erkoyuncu possible b%/ -
Enaineerin agreement of the
gineenng Module Leader and
student after the
announcement of
marks
2 Digital Pavan 32 10| N | 06/06/2023 | 14/06/2023 | 20/06/2023 | 50 | ICW 100 30/08/2023| To be set as soon as
Business & Addepalli possible by
Enterprise agreement of the
Systems Module Leader and
y student after the
announcement of
marks

12 please note that all contact hours are indicative and represent scheduled teaching, which is subject to minor changes and variation at short notice
13 Visiting Lecturer = a member of staff (with RTS) but not on a permanent contract (does not include those acting as occasional guest speakers)
14 A mark of 50% is required to pass the assessment however, where the stated minimum mark is 40%, a mark of 40-49% may be compensated by good performance in other modules
providing that the overall average is 250%.
15 For independent assessments please record type and weighting of each separate piece of assessment individually. 10 credit modules should be designed to allow assessment through a
single independent summative assessment. Deviations will require approval by the School Director of Education.
16 For multi-part assessments please record the overall weighting of module which should be 100%. Multipart assessments should only be included in courses where there is a clear
andragogical reason and where each element forms part of a continuous learning and assessment experience for students.
17 Failure to submit an element of a multi-part assessment will not require remedial action if the absence of the marks for the assignment still results in a pass for the assessment (whether
40 or 50% as appropriate). If, however, the absence of marks fails to meet the minimum mark for the module then all elements of the assessment must be re-taken.
18 please ensure you include submission dates for both FT and PT students and that you give details of the submission date for each individual element of a multi-part assessment.
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Module Number

Module code

Title

Module
Leader

Contact hours!2

Total hours delivered by Visiting

Lecturers 13
Credits

Is the module shared? Y/N

Calendar

Assessment

Module Start Date (eg
Pre-course task)

Module Delivery Start

Date

Module Delivery End Date

Minimum Mark* - 40%

Independent
Assessment

Multi-part
Assessment

Submission dates

00

Type of Assessment
module®® (%) of

\Weighting within
Independent

ssessments

\Weighting within
Type of Assessment

\Weighting of individual

JAssessment
Submission and/or
exam datel8

IAssessment / Exam

Retake date

Digital Twins

John
Erkoyuncu

2

19/07/2023

02/08/2023

09/08/2023

ICW 100

19/10/2023

To be set as soon as
possible by
agreement of the
Module Leader and
student after the
announcement of
marks

Integrated
Data
Management

Christina
Latsou

32

10

30/08/2023

13/09/2023

19/09/2023

50

ICW 100

28/11/2023

To be set as soon as
possible by
agreement of the
Module Leader and
student after the
announcement of
marks

Digital
Business
Analysis

Maryam
Farsi

32

10

15/11/2023

29/11/2023

05/12/2023

50

ICW 100

22/04/2024

To be set as soon as
possible by
agreement of the
Module Leader and
student after the
announcement of
marks

Data Analytics
and Atrtificial
Intelligence

Samir Khan

32

10

15/12/2023

03/01/2024

09/01/2024

50

ICW 100

19/03/2024

To be set as soon as
possible by
agreement of the
Module Leader and
student after the
announcement of
marks
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Module Number

Module code

Title

Module
Leader

Total hours delivered by Visiting

Lecturers 13
Credits

Calendar

Assessment

Module Start Date (eg
Pre-course task)

Module Delivery Start

Date

Module Delivery End Date

Minimum Mark* - 40%

Independent
Assessment

Multi-part
Assessment

Submission dates

00

Type of Assessment
module®® (%) of

\Weighting within
Independent

ssessments
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