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There are two main challenges working for a leading research-intensive
university. Firstly keeping up to date with the wide ranging and impactful
research we do, and secondly communicating, what is often very detailed
research, to a wide stakeholder community.
Therefore, this year we have decided to compile this publication to illustrate
the breadth and depth of the research we have been involved with alongside
our colleagues in both industry and Government.

Connecting
Research and
Resilience

Although the research featured stems from Cranfield Defence and Security,
headed by Professor Mark Richardson, research in this sector extends across
all schools of Cranfield University. As such, there are many aspects of our
research that we haven’t highlighted.
However, we hope this broad overview will be of interest and present an
opportunity for you to engage with us, be it as a student, a company, or a
government department.

Dr Simon Harwood
Director of Defence and Security
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PORDEX Portable sniffer
detection of
improvised
explosives
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The use of homemade explosives
and improvised explosive devices
in terrorist acts, along with the
production and distribution of illegal
drugs and narcotics, pose two of the
most significant challenges currently
faced in preserving a secure and
resilient society. Around the world
Law Enforcement Agencies, such as
police forces, security agencies and
customs border services, are under
constant pressure to prevent the
development, production, stockpiling,
transport and use of illicit materials.
There is a growing demand from
global security forces for innovative
strategies and equipment that can
safely detect explosives and drugs
and their chemical precursors, whilst
at the same time integrating into
existing national and international
security doctrine.

Aside from canine detection,
classified as difficult to replace,
most of the portable techniques and
equipment available today for onsite
detection and analyses of explosives,
chemicals and drugs bring with them
a number of operational drawbacks:
•
•

•

A requirement for sample
handling
Are ‘destructive’ (the sample
cannot be recovered after the
analysis has been performed)
Are specific to a limited number
of illicit substances.

The CrimTrack sniffer system offers
an artificial nose able to detect
substances by sniffing the air, just
like a dog. Developed through the
PORDEX project and easily adapted
to different threat scenarios, this
technology is a non-intrusive,
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near real-time detection capability
that requires no direct contact with
the threat.
Given the challenges of the
COVID-19 pandemic, unintrusive
and contactless detection systems
could be viewed as even more
advantageous as opposed to
traditional detection methods.
In a laboratory setting at Cranfield
Defence and Security, the portable
system’s colorimetric sensor
technology is able to detect
vapour traces, at parts-per-trillion
sensitivity, of the homemade
explosives TATP and HMTD and
their precursors chemicals, H2O2,
acetone and hexamine. It is also
able to detect BMK, a precursor
chemical of amphetamines and
methamphetamines.
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A colorimetric chip containing an
array of chemo-selective compounds
(dyes) selectively reacts/interacts
with molecules or mixtures of
molecules (analytes) in the vapour
face. The dye responses are recorded
by digital imaging of the colour
changes during sniffing. Using
machine learning, a classifier is
trained to detect target analytes
based on a large collection of
samples obtained under realistic
operational conditions.
The PORDEX research is being
undertaken and developed at
Cranfield Defence and Security in the
United Kingdom, the Danish Technical
University and the CrimTrack ApS
facility, both located in Denmark, and
is funded by Danish Defence.
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The project also interfaces with
Cranfield University’s Michael Gibson
Research Scholarship which is
funded by Cranfield Defence and
Security. Awarded to Dr Licia
Dossi and held by Iona Hardy, the
scholarship provides funding for a
full-time PhD research project - The
Detection of Explosives and Illicit
Drugs and their Precursor Chemicals.
In close collaboration with PORDEX
and supervised by Dr Dossi, the PhD
project is targeting the chemistry
behind the detection mechanisms and
aims to both improve the detection
capability and produce microchips for
specific scenarios. The objective
is to progress the detection
capability, generated during earlier
research funded by the European
Commission’s FP7 programme, from
Technology Readiness Level (TRL)
4 (technology validated in a lab) to

TRL6 (technology demonstrated in
a relevant environment). This will be
done through systematic analysis of
experimental results gained in secure
facilities and using the CrimTrack
algorithm to translate them into
numerical outputs.
Subject to the availability of funding,
the collaborative team aims to
deliver the final detection tool, TRL9
(actual system proven in operational
environment), by 2023-2024.
The CrimTrack sniffer system will
then be offered to Law Enforcement
Agencies around the world to support
their work in the prevention of
illicit materials.

Research by
Dr Licia Dossi and Ms Iona Hardy
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A deep neural
network based
path planning
and optimisation
algorithm for real
-time cooperative
flight of large-scaled
fully autonomous
fixed-wing military
fast jets

Since the early 2000s, the use
of remotely operated unmanned
aerial vehicles (UAVs) or drones
has seen a substantial increase
within military applications. The
development of large fixed-wing
drones enable militaries to engage
in reconnaissance and aerial-attack
missions despite being situated
thousands of miles away. Whilst
these UAVs remain largely remotely
operated, there has been a growing
desire for the development of a fully
autonomous ‘loyal wingman’ capable
of operating alongside a manned
counterpart. This desire has become
a catalyst for research conducted
by countries such as the US,
Russia, China, Japan, and the
United Kingdom.
As highly autonomous systems
start to become a reality, one of the
main concerns is the human trust
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factor. For humans and autonomous
systems to work with synchronisity,
humans must have a high level
of trust and confidence in their
autonomous allies. Increasing the
human trust factor is achieved by
assuring human operators that
autonomous systems operate not
only safely, but robustly and reliably.
When considering the application of
cooperative flight between manned
and autonomous systems, there
is little room for error. The pilot of
the manned aircraft needs to have
confidence that their autonomous
wingman is capable of conducting
the proposed mission without
endangering allied aircraft.
The first stage towards demonstrating
safe, reliable and robust operation
is through the implementation of an
advanced path planning framework.
This enables the autonomous aircraft
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to navigate from one location in
space to another with no human
intervention. When considering
path planning for a fixed-wing
aircraft, the flight trajectories must
be continuously-flyable without
exceeding the dynamic capabilities
of the aircraft. Additionally, the
autonomous system must have
the ability to replan flight paths
in real time. This is particularly
necessary for autonomous systems
operating in dynamically changing
environments, such as air-to-air
engagements with enemy aircraft.
However, multi-objective and multidimensional trajectory optimisation
is computationally expensive, making
real-time path planning challenging.
This research proposes an
evolutionary trajectory optimisation
algorithm for a highly-manoeuvrable
fixed-wing military fast jet. Paths are

generated using a computationally
efficient parametric curve, known
as a Bezier curve. A kinematic and
dynamic analysis was performed to
ensure that proposed paths remain
within the dynamic limits of the
aircraft, whilst also being curvature
and orientation constrained. Paths
are subjected to specific excess
power analysis, allowing climb
performance predictions and ensuring
altitude changing manoeuvres
are dynamically achievable. The
trajectory optimisation algorithm was
used to train a deep neural network,
allowing efficient and fast trajectories
to be updated in real time.

path planning framework has been
demonstrated on a non-linear six
degree-of-freedom computational
model, with non-linear aerodynamics
representative of the F-16 Fighting
Falcon. Path planning has been
demonstrated for reconnaissance-like
point-to-point mission profiles as well
as more complex cooperative flight
missions with manned allied aircraft.

Currently, the deep neural network has
been trained on a reduced operational
domain due to time constraints,
however, this operational domain can
be expanded during future studies.
The robustness and reliability of the

Research by
Jordan Hamilton, Dr Alistair Saddington,
Dr David Galvão Wall and Dr John Economou
Image on page 11
UK MOD @ Crown copyright 2015
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Individual
differences in
the adoption,
secure use and
exploitation of
smart home
technology

Smart devices are increasingly
prevalent in our homes, and estimates
indicate over a quarter of homes will
have some form of smart device by
2022. These smart devices, such as
connected appliances, light bulbs,
heating devices and doorbells, often
provide increased convenience and
offer to save time, money and energy.
However, such technology also has
the potential to introduce a cyber risk
to our physical spaces. The academic
literature already considers the
exploitation of smart homes to
facilitate traditional crimes such
as burglary, extortion, harassment
and abuse.
Our research focussed on three
inter-related issues:
•
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The first issue considers the
personal factors that drive an
individual to adopt the smart

home. These factors could
be psychological differences
between individuals and
biographic information such as
age, education or gender.
•

The second issue considers how
these same factors affect a user’s
ability to deploy and operate the
smart home technology securely.

•

The third issue considers
how criminals can exploit the
vulnerabilities exposed by
the insecure deployment and
operation of these devices.

These three issues explore the
interaction between the desire to
adopt smart home technology, the
householders’ ability to deploy and
operate the technology securely and
how criminals may exploit these
vulnerabilities. This interaction is not

16

static. Understanding the evolution
of the three factors is essential as
new people adopt the smart home,
as the technology evolves and as the
criminal community reacts to this
changing environment.
In this research, we explicitly
focussed on the exploitation of the
smart home to enable residential
burglary. Residential burglary is a
crime that, whilst on the decline, is
considered by the public to cause a
lot of harm and leaves victims feeling
vulnerable and fearful. The clearance
rate is also relatively low, resulting in
a cohort of experienced and active
offenders. The cyber enablement of
residential burglary requires both
vulnerabilities and a capable and
motivated attacker to exploit these
vulnerabilities. These vulnerabilities
could be technical within the
devices themselves or inadvertently
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introduced by the technology’s
insecure deployment.
Understanding the decision making
that residential burglars exhibit
provides a solid foundation for
a better understanding of how
smart homes may enable burglary.
Residential burglary is a complex
process, and the understanding of the
crime as ‘planned’ or ‘spontaneous’ is
a dangerous oversimplification.
Using a model of this complex
decision-making process, we
identified several barriers to
residential burglars exploiting the
nascent vulnerabilities associated
with the smart home. However, if they
are overcome, there is a significant
risk of a ‘crime-harvest’.
We also identified several intriguing
interactions between those adopting
and deploying smart homes and
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their ability to deploy the technology
securely within the research project:
•

The decisions consumers make
whilst purchasing devices have a
significant effect on the devices’
deployment and operation.
Hence, providing security and
privacy advice earlier in the
product consideration has a
disproportionate effect.

•

Early-adopters and late-adopters
of technology need very different
security communications
regarding smart home devices.

•

Individuals’ perceptions of their
proficiency with technology,
rather than their actual
proficiency, tended to drive both
adoption and secure deployment.

•

When deploying smart home
technology explicitly priming
users to focus on security
improved security behaviours,
but had an adverse impact on
privacy behaviours. On the other
hand, implicitly priming people
to focus on privacy behaviours
improved both privacy and
security behaviours. As such,
interventions in the smart home
context should be carefully
considered concerning the
particular behaviour they aim
to encourage and the broader
impacts that they may have on
related behaviours.

Research by
Dr Duncan Hodges in collaboration with colleagues at
the University of Bristol and Cardiff University.
This work is funded by the Centre for Research and
Evidence on Security Threats (CREST) and has been
published on their website: https://crestresearch.ac.
uk/projects/adoption-and-exploitation-of-smart-home
-technology/.
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Analysis in art
and antiques

21

In 2019, trading in the global art
market was estimated to have
been worth in excess of £50 billion.
Increasingly, it is also a market
continuously challenged and
exploited by criminals. Art is portable
and the workings of the market are
opaque with many transactions
being completed in cash or in kind,
making art a vehicle for money
laundering and ‘capital flight’. Looted
antiquities have been acknowledged
by law enforcement bodies as a
significant source of insurgent and
terrorist funding. A survey of industry
professionals conducted by Deloitte
in 2016 reported that ‘around 75%
of all stakeholders surveyed agree
that ‘authenticity, lack of provenance,
forgery, and attribution’ are the
biggest threats to credibility and
trust in the art market’.

Despite the well-known prevalence
of problems with forgeries, fakes and
smuggled art objects, only limited
resources are available for police
operations to deal with art crime.
This has meant a greater pressure
on business and cultural institutions.
Cranfield’s work in demonstrating
the effectiveness of using forensic
techniques and building a reliable
database for comparisons of
materials has led to impact in terms
of upholding law and public trust;
helping preserve the integrity of
commercial and cultural bodies.
Cranfield’s analysis of ancient and
historical materials came to the
attention of Bonhams auctioneers
in 2010 with work on Meissen
snuff boxes. Work with Bonhams
broadened to include many other
object types and periods and also
to work with other major auction
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houses. A significant part of the work
is also with museums, with joint
projects with more than 20 museums
worldwide, including the British
Museum, Ashmolean and Victoria
and Albert Museums, as well as many
institutions in the USA and Europe.
The range of focus was expanded
further to include of a range of high
value porcelain along with majolica,
Limoges enamels, Islamic glass and
early and Roman glass. A particular
challenge for the art world has been
Chinese porcelain, where booming
demand over the past 30 years has
meant the problem of deliberate
modern copying of early wares is rife.
The highest value object worked on
was sold on the London market for
many millions of pounds, although
advice on analysis was also given to
a US collection valued in excess of
$200 million.

Recognition of the work on fakes
and copies led to relationships
with police and trading standards
bodies nationally, centred around a
relationship with the Metropolitan
Police Arts and Antiques Unit, which
sees Cranfield as a major source of
scientific advice and expertise on
fakes and seized antiquities. Cranfield
research has been used routinely for
Metropolitan Police investigations
and case-building on behalf of
national operations.
In 2018, this work led on to the
third area of impact: policy and
management of the art market.
Work on smuggling and on detection
of fakes resulted in the Cranfield
group leader, Professor Shortland,
being asked to join the vetting panel
for TEFAF Maastricht, one of the
largest art fairs in the world,
showing objects valued into the

hundreds of millions of pounds.
His successful role there led
to the invitation in 2019 from
MASTERPIECE, the most prestigious
art fair in the UK, to set up and direct
the first use of forensic methods
to vet the MASTERPIECE stands.
He was also a founder member of
the British Army’s Cultural Property
Protection Unit’s working group,
which successfully created the new
unit, a successor to the World War II
‘Monument Men’ group, which now
plays a vital part in combatting
damage to archaeological sites and
the smuggling of illicit antiquities.
Using a combination of Army and
academic expertise, Professor
Shortland now routinely advises
the British Army on how to combat
smuggling and the terrorist and
military destruction of historical sites.

Research by
Professor Andrew Shortland and Dr Dennis Braekmans
Image
Bamyan’s largest Buddha seen through an archway
that had been a shop front before it was also
destroyed by the Taliban in 1995.
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Investigating
thermal imaging
for Mars rover
exploration
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For all their numerous and
sophisticated sensors, as well as
the highly complex suite of scientific
instruments that they carry, it may
be surprising to learn that no Mars
rover to date has possessed the
ability operate after sunset. The
principal reason for this is obvious:
the majority of Mars rovers have
been powered primarily by solar
panels, and so rovers of this type
must spend the night in a low power
state to conserve energy. However,
NASA’s two most recent Mars rovers,
Curiosity and Perseverance, are
instead powered by radioisotope
thermoelectric generators and
therefore could, at least, have the
potential to continue operating after
the Martian sunset. Of course, the
rover must also possess the means
to perceive its environment if it is to
continue its explorations after dark.

Cameras have been a key component
of the autonomous navigation and
hazard avoidance systems on every
planetary rover mission since the
1997 Sojourner rover of NASA’s
Mars Pathfinder mission. Cameras,
themselves, are capable of providing
a high degree of information richness
about the surrounding environment
that could be exploited by an
autonomous vehicle. To date, the
camera systems that have been
installed on the many rovers since
Sojourner have all been designed
to operate in the visible-band of
the electromagnetic spectrum.
An obvious consequence of this
is that all driving operations, and
other autonomous actions that rely
upon information from the camera
systems, are entirely constrained to
daylight hours.
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This project proposes that thermal
imaging cameras can be exploited
as a standalone or complimentary
solution to visible-band cameras to
enable environmental perception
and autonomous operations on
Mars beyond sunset. This would
allow more of the daylight hours to
be devoted to achieving the science
objectives of the mission rather
than being consumed by traversing
between one area of interest and
the next. Such a capability could
significantly improve the cost
effectiveness and overall efficiency
of the mission. In this regard, our
aim is to develop a suitably robust
vision-based autonomous navigation
algorithm, based on thermal images,
as a means to determine the
feasibility of whether this could be
exploited on Mars before, during and
after sunset.
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Accordingly, two test scenarios were
designed in order to prove the validity
of our hypothesis, using a small Mars
rover-like test vehicle:
•

An indoor temperature controlled
Mars-like environment to develop
and validate initial perception and
navigation algorithms.

•

An outdoor terrain-representative
environment to undertake larger
scale operations in a more
realistic Mars-like context.

Trials were carried out in conditions
representing the time before, during
and after sunset; and the respective
visible- and thermal-band perception
and navigation performances
were compared.
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This research demonstrated that
thermal infrared cameras could
very likely be utilised to support
autonomous navigation activities
on Mars beyond the Martian sunset,
which, in turn, could deliver the
potential for a dramatic increase
in mission cost effectiveness and
efficiency. Thermal cameras have
yet to be included on rover platforms
for use in supporting navigation.
This research advocates for the
inclusion of such imaging sensors to
be installed on future missions since
they would not only be of benefit for
autonomous navigation activities,
but they would also have tremendous
value as scientific instruments
as well.

Research by
Dr Luke Feetham, Dr Lounis Chermak,
Dr Saurav Sthapit, Dr Syed Ahmad
and Professor Mark Richardson
Images
NASA Science
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An assessment of
the sustainability
of adsorptive
treatment systems
for Insensitive
High Explosive
contaminated
wastewater
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Water is an integral part of various
cleaning processes used in the
explosives manufacturing industry to
wash down manufacturing equipment
and explosive filled shells. This results
in large quantities of wastewater
contaminated with explosives such
as 2,4,6 trinitrotoluene (TNT) and
1,3,5-trinitroperhydro-1,3,5-triazine
(RDX).
As munitions technology has evolved
there is a desire to make them less
sensitive to accidental initiation such
as through fire or fragment impact.
This has resulted in a change in the
explosives used to Insensitive High
Explosives (IHE). Wastewater from
manufacture of IHE munitions has
been found to be more contaminated
than that from the manufacture
of TNT/RDX munitions with high
concentrations of material present.
These chemical compounds can have

toxicological effects on humans and
animals in the local area as well as
discolouring water in a form of visual
pollution. The wastewater generated
therefore needs to be cleaned
before it can be reused, returned to
the environment or disposed of as
hazardous waste. Using the same
principles as those in a home water
filter, the most common method of
cleaning this wastewater is by a
process called adsorption.
Therefore, the aim of this project was
to determine the effectiveness of
adsorptive materials for the treatment
of water contaminated with IHE,
exploring alternative technologies
that could reduce the environmental
impact of the treatment process and
establishing a risk framework that
allows these materials to be used in
munitions manufacture.

32

Experiments were conducted by
mixing a known quantity of adsorbent
material (activated carbon) and
a fixed volume of water with a
known concentration of IHE being
agitated in a bottle. The IHE used
in these experiments were RDX,
2,4-dinitroanisole (DNAN) and
3-nitro-1,2,4-triazol-5-one (NTO)
tested individually or in a mixture.
The IHE is adsorbed onto the surface
of the adsorbent material, reducing
the concentration left in the solution.
The initial and final concentrations
of IHE in the solution were measured
using High Performance Liquid
Chromatography (HPLC) and the
difference in the two values used to
calculate how much IHE was removed
from solution. The data from these
experiments was plotted to construct
adsorption isotherms and infer
adsorption behaviours of each of the

IHE materials with the goal of using
that information to enhance their
adsorption potential.
Timed tests were also carried
out where samples were taken
at specified time intervals rather
than waiting for an equilibrium to
be reached, allowing the change in
IHE concentration over time to be
measured. In this way it could be seen
if there was preferential adsorption
taking place. It was found that DNAN
was the first to adsorb to the surface
of the carbon. This information can
be used to create combinations of
adsorbent materials in sequence to
enhance efficiency.
The results showed that treatment
of IHE wastewater to remove the IHE
requires a greater mass of adsorbent
material to remove it from solution in
wastewater necessitating a reduction

in the cost of adsorbent material
to keep the process economical.
A decision framework has been
designed in parallel work conducted
by the Environmental Science
Group at the Centre for Defence
Chemistry that helps to define an
evidence-based approach to changes
in business practice that can be
also be applied in other industries.
One potential area in which cost
reduction of adsorbent materials may
be achieved is through the use of
biochars, especially those made from
waste materials of other agricultural
and industrial processes. However,
the sustainability of doing so needs
to be assessed alongside the wider
risks to any business implementing
these changes and is the subject of
ongoing work.

Research by
William Gilroy-Hirst, Dr Melissa Ladyman,
Dr Tracey Temple and Professor Frederic Coulon
Image on page 31
UK MOD @ Crown copyright 2019
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Dynamic modelling
and control of post
failure lithium-ion
power supplies and
their significance
in defence

Defence in the UK is positioning to be
a fast follower of various technologies,
reserving internal research and
development effort to areas that
are not common across civilian
applications. Lithium-ion battery safety
is an important consideration in an
area of capability where there is both
rapid growth in battery technology and
its simultaneous rate of adoption. With
use ranging from personal electronic
devices and complex electronic
hardware to hybrid or all-electric
vehicles, lithium-ion batteries are a
mainstay across the defence portfolio
and their technology also facilitates
energy storage and generation.
Modelling specific chemistries of
lithium-ion to be able to predict service
lifetimes is a long and in-depth process
that is a hot topic of research in the
electric vehicle market. With the
fast follower approach in mind, this
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research focuses on generic lithiumion battery safety in a defence and
security context.
An important area for safety
consideration is in defence aviation
and one of the key hazards with
lithium-ion batteries is thermal
runaway where a rapid temperature
rise is seen, often leading to fire, rapid
disassembly of the battery and the
ejection of dense vapour.
In a civil environment, thermal
runaway is seen as a battery entering
an end state, with firefighting the
next consideration. In a defence and
security context, however, the loss
of the equipment which the battery
is supporting may cause a more
significant systemic failure, e.g., if the
battery is running portable electronic
countermeasures or powering an
Uninhabited Air System (UAS).
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This innovative research looks at
that system failure as a process and
considers if modelling and redesign
of a power and control system can
provide degraded operation and more
graceful failure over time. Continuing
the example, a small UAS could use
the additional time to provide a final
position report if hit by hostile fire or
initiate zeroisation of sensitive data.
As part of this research, impact testing
has been carried out on small-scale
hobby-grade UAS batteries with an
air cannon and a chisel projectile,
before being scaled up to e6T lithiumion vehicle batteries under ballistic
test. The tests were conducted
with the battery systems actively
supplying the drone motor while also
recording the dynamic changes in the
electrical/electronic systems. The
data gathered has shown that there
can be a relatively significant time of

approximately 20 seconds between an
impact event and the electrical failure
of the battery, and that the failure can
be actively stepped as the thermal
runaway reaction propagates through
the battery pack. The battery does
not provide its full rated power for this
period, but it does provide some and
that means it can do useful work.
The next research phase is to
mathematically model the physical
behaviour of the batteries under the
impact. The approaches chosen for
this are Sugeno-Fuzzy with Matlab
and physics modelling using
Comsol MultiphysicsTM.
Fuzzy logic is a type of logical
analysis that uses ranges of
values to allow for fuzzy subjective
measurements like ‘partially true’ or
‘mostly true, as opposed to binary
logic where everything is considered

either true (1) or false (0) with no
grey areas.
Self-learning Sugeno-Fuzzy Inference
is an approach that allows natural
language text-based rules to be
converted to useful variable/adaptive
mathematical control schemes which
are an excellent candidate to be run
as part of battery monitoring circuitry.
If battery monitoring hardware has a
model of a thermal runaway failure
then it may be possible to identify this
failure earlier in the reaction, giving
more time to take action.
Comsol MultiphysicsTM is a finite
element analysis package that will
be used to analyse how cell electrical
behaviour changes with extremes
of temperature. The resulting model
will be used as a means of validation
for the fuzzy approach by checking it
against physical processes.

Research by
Oliver Finn and Dr John Economou
Images
UK MOD @ Crown copyright 2020
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People powered
algorithms for
desirable social
outcomes

The use of Algorithmic Decision
Making (ADM) is increasingly
touching all parts of our lives;
industry, government and defence
and security agencies all exploit
ADM. The general public is subjected
to the influence of ‘algorithms’ on a
daily basis, from what our searches
on websites return, what movies
we are recommended and indeed,
what movies are made. ADM also
influences a range of critical societal
issues, for example, what benefits
we receive and, during the COVID
pandemic, what exam grades
our children are awarded. These
algorithms can range from simple
‘Robotic Process Automation’ where
a relatively simple task is automated
through to solutions that exploit
complex Machine Learning and AI.
ADM undoubtedly provides many
societal benefits, and without many
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algorithmic solutions we would not
be able to use technology the way we
do, imagine using the web without
any search engines. However, the use
of algorithmic decision making can
often lead to unintentional and indeed
undesirable outcomes. There are
many examples of these unintended
outcomes deepening existing divides
within society, with ADM providing an
opaque set of results to the citizen
that leaves them with little or no
way to understand the ‘fairness’ or
‘legitimacy’ of an outcome.
Our research goes beyond obvious
mechanisms such as bias in the
data used to create these systems
or research on ‘explainable AI’ that
attempt to make complex systems
easier to understand. Instead, it
focuses on the complex interactions
that can, unfortunately, lead to ADM
generating undesirable outcomes.
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The research acknowledges the
appetite for increased data-driven
decision making and attempts to
identify the causes of undesirable
consequences rather than ‘patch’
over the problems.
There is an extensive academic body
of knowledge that discusses software
development as a social practice,
identifying those final software
artefacts influenced by the environment
in which they are constructed. This
environment includes the developer
community’s social and organisational
characteristics. As software design
methodologies have evolved over the
last two decades, the influence of
organisational factors and the social
practice of software development
has become even more significant.
We observe these same factors in the
design and development of algorithmic
decision making.

In addition to these factors, we can
also identify several specific issues
to the development and deployment
of ADM that can lead to undesirable
outcomes. The first are disconnects
between the high-level ‘logic’ of
the abstract problem and the lowlevel technical solutions. It is often
simple to understand a complex
challenge as an abstract problem,
but as the problem translates to
an algorithmic problem, we rely on
specific data artefacts to represent
the challenge and these often do not
encapsulate the full complexity of
the problem. This over-abstraction is
often compounded by the differing
experiences, expertise and other
individual differences between
those specifying, designing and
implementing these solutions.

If we consider the application of both
autonomy and complex data-driven
decision-making in the military and
broader security industry we need to
be even more sure that we understand
the potential for undesirable
outcomes and look to mitigate these
risks. Typically, we can consider
these computational approaches
to demonstrate high-skill but lowexpertise (in a naturalistic decisionmaking sense). Understanding the
implications of these characteristics
in the deployment of defence
capability used to generate real-world
effects is key to their effective use.

Research by
Dr Duncan Hodges and Dr Zoey Reeve in collaboration
with colleagues at Royal Holloway, the University of
Portsmouth and the University of East Anglia.
This work is sponsored by the Engineering and
Physical Sciences Research Council.
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Disengagement
and desistance:
A systematic
review
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Improving our understanding of how
disengagement and deradicalisation
from terrorism and violent extremism
occurs has very serious real-world
implications. It is only with such
knowledge that we can design
and implement interventions and
programmes to help rehabilitate
terrorists and violent extremists.
This project provided a systematic
review of cutting edge research on
disengagement and deradicalisation
and was carried out by researchers
based at Royal Holloway, University
of London, and Cranfield University.
More than 83,000 documents were
screened as part of the review. The
analysis of that collection allowed
us to identify the key factors
involved in the disengagement and
deradicalisation processes of terrorists
and extremists.

These were:
• Disillusionment
• (Dis)Trust
• Family and friends
• Identity
• Intervention programmes
• Mental health
• Opportunity
• Prison
• Reintegration
• Security concerns
• Use of former extremists.
Identifying these factors allowed
us to develop a ground breaking
new model which can be used by
policy-makers and practitioners: The
Phoenix Model of Disengagement
and Deradicalisation. In mythology
the phoenix is frequently a symbol of
rebirth and renewal from the ashes of
an old life. Such symbolism seemed
especially apt for this new model, as
identity transformation - particularly
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which should be considered when
designing or assessing the impact of
interventions and other initiatives in
this area.

Older elements of identity have often
been subsumed or dominated by
elements supportive of or embedded
with the individual’s life as a terrorist
or violent extremist. One of the major
findings of the review was that the
re-emergence of the alternative
identities appears to be a fundamental
factor in the journey away from
violent extremism.

The findings support the development
and use of disengagement and
deradicalisation programmes in
general with terrorist and extremist
offenders. We found that these
interventions generally show some
positive impacts in a majority of
cases. However, they do not ‘work’
in 100% of cases and evidence is
currently lacking on what elements
of such programmes are the most
effective. This needs to be a priority
for future research.

The Phoenix Model offers a range of
potential insights and applications
in terms of policy and practice. At
a fundamental level it highlights
the factors which can facilitate
disengagement and deradicalisation.
The model also allows us to see how
these can interact and flags issues

around how apparently disengaged
or deradicalised individuals later
re-engage with terrorism. This is a
concern given high-profile recent
cases of former terrorist prisoners
carrying out serious acts of violence
after their release. The good news
is that a growing body of research
suggests that recidivism rates for
terrorist offenders are generally low.
Nevertheless, re-offending does
happen. Understanding how and why
individuals reengage with terrorism
would allow practitioners to better
sustain disengagement and also to
identify signs of increased risk.
N
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in terms of the rebirth of pre-existing
elements of identity - provides one of
the most important foundations for
disengagement and deradicalisation.

Another critical issue which
needs more attention is the risk
of backsliding. Current research
does not provide a great deal of
insight into the processes and risks

TIO

Research by
Professor Andrew Silke in collaboration with
colleagues at Royal Holloway, Dr John Morrison
and Heidi Maiberg.
Image
The Phoenix Model

45

46

Sneaky Peaky an automated
digital
investigation
assistant for
scenes of interest

Digital Investigation is a combination
of art and science to extract
information relevant to all investigation
types from various digital devices. As
technology is a continually moving
target, this field requires complex
technical skills and continual
updating of subject knowledge. It
is, therefore, understandable that
finding and keeping staff in this
sector is challenging. This led to the
development of Sneaky-Peaky, the
automated scene of investigation
assistant. It provides technical
assistance by helping locate devices
of interest, which reduces the pressure
on limited staff resources. SneakyPeaky’s goal is to give data on the type
and location of potential sources of
digital devices.
Following the team’s previous
research into training electronic
storage detection dogs, they identified
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a requirement for an automated
scene assistant. A significant number
of investigation teams are currently
reliant on searching scenes by hand.
These manual scene searches require
both staff resources and training
in the identification and handling
of digital devices. From first-hand
casework experience, members of
the research team were aware of the
complexities involved in identifying
and working with digital devices. This
research project was started to assist
with their casework and has already
helped in operational activities.
This research will result in a complete
working robot and a custom Android
application to view the resulting
intelligence. When the robot’s full
functionality is employed, the Android
application will provide a heat map of
digital device information recovered
from the sensors. The map highlights
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areas of potential interest to the
investigator and suggests the type(s)
of device(s) likely to be in that location.
Once identified, the application will also
guide the investigator through potential
device seizure and data acquisition
considerations and process.
Sneaky-Peaky has two main methods
of operation, static and roaming.
Static mode is designed for situations
where interaction with the scene is
limited to prevent contamination.
In static mode, the robot can provide
a 360 degree image and some
processed sensor data. Roaming
mode enables the robot to travel
around a scene and collect data
from multiple points. Sensor data
from digital devices vary based on
proximity and environment; therefore,
additional collection points maximise
device discovery opportunities.
Using a Raspberry Pi device and

compatible sensors, the robot’s
hardware is designed to be low
cost, easy to customise and easy
to source. A custom-built operating
system and software are used to
process the sensor data into usable
intelligence on top of the hardware.
The current robot build utilises WiFi,
Bluetooth, NFC, and Software Defined
Radio (SDR) for signal identification.
This enables the robot to identify
a range of potential sources which
may help to locate or identify digital
devices within a scene. Each type of
investigation will have a different legal
amount of collectable data.
Sneaky-Peaky is designed to be highly
adaptable to consider the individual
user’s requirements and focuses on
openly available traffic and sensor
data. Therefore, the robot’s interest
is not the communication content;
instead, it focuses on processing

the sensor data to identify potential
device types and locations.
The research team works closely with
many law enforcement agencies,
whose requirements feed directly
into Sneaky-Peaky’s construction
and testing. Sneaky-Peaky is tested
in a variety of environments housing
a wide selection of digital devices.
Devices are placed in both hidden and
visible locations during testing. The
rigorous testing approach enables
the sensor output to be accurately
processed to increase the robot’s
intelligence value. Current testing
is focused on identifying settings
and materials which restrict the
capabilities of the robot. Such
characteristics may suggest hidden
devices and therefore warrant
additional manual examination.

Research by
Dr Sarah Morris and Melissa Hadgkiss
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Development of
a comprehensive
framework
to assess and
predict the fate
and transport of
novel hazardous
substances
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During recent years, Emerging
Contaminants (ECs) have increasingly
become a problem for the
environment and concerns have been
raised by the research community
due to their rising detection in soils.
An EC is defined as a ‘brand-new
contaminant’ that has recently been
produced and released into the
environment. These contaminants
are often unregulated, due to the lack
of existing research relating to their
exact behaviour. However, although
it is not clear how they move through
the environment, they are known to
be toxic. ECs are a persistent group
of chemicals and comprise a wide
range of different compounds, e.g.
pesticides, Insensitive High Explosives
(IHE) and Perfluoroalkylated
Substances (PFAS). PFAS are a large
group of man-made compounds
produced over the last 60 years
and contained in everyday products

ranging from fire-fighting foams, nonstick coatings, waterproof materials,
packaging and cosmetics. Pesticides
are widely used in agriculture and
IHE formulations are used in military
applications, where they are designed
to be more sensitive and detonate on
command and not by accident.
This project evaluates the
environmental consequences
on soil health when exposed to
different ECs. As part of this project
a 155mm projectile filled with IHE
was detonated and any remaining
explosive residue was collected so
that their distribution patterns and
concentrations could be evaluated.
Based on the data, a toxicity indicator
is being developed to evaluate the
impacts of these compounds on soil.
Soil evaluation techniques will be used
to determine the soil tolerability for
different ECs substances.
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During this project there is
some literature available on the
physiochemical nature of these
substances, although the brevity
indicates a real need for new
research to investigate them in
much more depth. Also, previous
studies focus their efforts on
understanding toxicity to humans
derived from an increase in pollution,
and overlook environmental
damages, especially to the soil,
whose relationship with humans as
receptors are not always immediate.
All these substances are released
into the environment and enter the
soil following different pathways.
Soil provides multiple important
functions, such as provision of
food and raw materials, a platform
for urban development and human
wellbeing, and a filtering and
transforming media for water,
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nutrients and carbon. Consequently,
the relationship between hazardous
substances, such as ECs, and soil
involves a complex scheme which
requires a better understanding of the
connection between the contaminant
and the matrix, specifically from the
source of the contamination to an
environmental receptor. There are
several chemical reactions happening
which can be altered by a change in
chemical or physical properties by
both the soil and the contaminant.
Alteration of these characteristics,
which work together to ensure that
the system functions efficiently as a
living system, translate into a decrease
in soil health. These processes
can also be influenced by the land
usage that may modify different
soil characteristics, making it more
susceptible to different external inputs.
The consequences of these ECs will
be determined by setting up both
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controlled laboratory experiments
and outdoor raised beds where water
leachate and soil will be analysed
for the selected ECs, plant growth
monitored by comparison to control
beds and soil characteristics (e.g. pH,
nutrients, oxygen) regularly tested.
This will provide better understanding
of the environmental consequences
that ECs have on soil and the effects
on soil health, whilst pushing the
soil boundaries to understand its
tolerability to these compounds.

Research by
Federica Persico, Dr Tracey Temple,
Dr Melissa Ladyman and Professor Frederic Coulon
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Trajectory
optimisation of
hypersonic
glide vehicles

Hypersonic glide vehicles have the
ability to deliver a wide variety of
payloads globally in very little time.
They can prosecute targets on the
other side of the globe significantly
faster than their closest competitor,
the inter-continental ballistic missile.
Aside from the specific application,
optimisation is widely used in
most industries and throughout
the government to maximise key
success indicators, such as returns on
investment, manufacturing capability
or yield. The methods developed within
this work are an expansion on current
methods and enable a whole host of
new applications to benefit from the
power of optimisation.
A Hypersonic Glide Vehicle (HGV) is an
unpowered missile which is placed at
a high altitude by a rocket. Once there,
it plunges through the atmosphere
reaching speeds of up to Mach 27,
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which is around 20,000 mph. It then
pulls up, until parallel with the ground,
averaging around Mach 15, which is
around 11,000 mph. This means that it
can travel from London to Scotland in
approximately two and half minutes.
Conventional long-range missiles use
thrust instead of altitude to maintain
momentum. This means that they can
manoeuvre freely with the knowledge
that their speed can be increased or
decreased as required. In contrast,
as HGVs do not use thrust, they must
carefully manage their speed and
manoeuvres since any lost speed is
irreplaceable without losing precious
altitude. It is therefore critical that
optimisation techniques are used
to determine the best trajectory
for best use of the finite energy
available. Optimisation techniques can
determine the mathematically best
way to control the vehicle to maximise

58

accuracy, range, impact velocity and
any number of other parameters to
ensure a successful mission.
A further complication stems from
the thermal load acting on the vehicle.
In this case, it can generate plasma,
which prevents communication
with the vehicle. This means that
traditional methods of transmitting the
trajectory to the vehicle (such as GPS
or radar) are unavailable. Therefore,
the trajectory must be generated and
updated on-board the HGV. This online
optimisation relies on rapid evaluation
of the optimal trajectory, something
that traditional optimisation methods
cannot provide.

globe, accounting for the increased
complexity of this weapons platform.
This means that the guidance system
of a hypersonic glide vehicle will be
able to respond to perturbations in
its flight path by generating a new
trajectory in real-time rather than
relying on the control system to bring
it back to its predetermined path.

This project is developing a rapid,
accurate optimisation technique
that can determine the optimal path
from a launch platform on the ground
to a target on the other side of the

Research by
Ayden Clay, Dr David Galvão Wall and
Dr John Economou 		
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Detecting the
Exploitation of
Human Cognitive
Vulnerabilities
Online (DEHCO)
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Heuristics and biases within online
information processing represent
Cognitive Vulnerabilities (CVs),
insights into which can be exploited
for ‘cognitive hacking’ of individuals’
thinking. Cognitive hacking, through
the manipulation of online content
and dissemination of misinformation
and disinformation, intends to
influence individual and group
decision-making and subsequent
behaviours for social, political or
financial gain.
Phase 1 of the Defence and Security
Accelerator (DASA) Behavioural
Analytics Competition developed
a working theory that maps key
informational and contextual
features of online content to CVs.
This was operationalised through the
development of a novel analytical
method, to be named ‘DEHCO’.
DEHCO enables analysts to detect the

potential exploitation of human CVs
online which, due to nuanced verbal
and non-verbal content, machine
algorithms cannot detect. Key
information and contextual features of
website content are decomposed by
responding to two sets of questions
organised along the Context Credibility
(CC) and Information Validity (IV)
dimensions, highlighting those CVs
likely being exploited.
Arbitrary weightings set as initial
values for feature combinations
generate coordinates for data
points plotted to quadrants within
a graph. Coordinate values may be
increasingly positive or negative
along the CC and IV dimensions,
indicating higher or lower CC or IV.
The coordinates determine in which
quadrant data points derived
from feature combination scores
will appear.
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Phase 2 theoretical and methodological
development will take DEHCO beyond
Phase 1 proof-of-concept into a
working technique. This includes the
development of a cluster analysis
component, such that it can support
analysis of multiple outputs and
the identification of patterns in CV
exploitation. Refinement and
validation for operational use will be
achieved through end-user testing.

•

With repeated application over
time, DEHCO outputs will enable
the identification of trends (i.e.
most commonly exploited CVs)
leading to predictive insights.

•

Evidence to inform prioritisation of
counter-strategies (where required)
for neutralising threats identified.

•

Reduction in the time spent
by analysts on web-based
content of interest by focusing
the analysis.

•

A standardised approach to
conducting auditable analysis of
online content requiring human
scrutiny, providing an explicit
record of all critical judgements
and decisions.

DEHCO will augment current
machine-based analysis and provide
the following benefits to practitioners:
•

Insights into what, where and
how CVs are being exploited,
derived from analysis of nuanced
verbal and non-verbal websitebased content.

•

Support the detection of patterns
of CV exploitation.

This innovation is different from any
existing solutions (i.e. machine based

Image
A Coast Guard Cutter Stratton boarding team
investigates a self-propelled semi-submersible
interdicted in international waters off the coast
of Central America. The Stratton’s crew recovered
more than 6 tons of cocaine from the 40-foot vessel.
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algorithms) because it will support the
required human interpretation
and analysis of nuanced content.
The research applies what is known in
cognitive science about how humans
perceive and process information and
takes the position that content on
the World Wide Web can be designed
to exploit weaknesses in perception
and cognitive processing. Until now
there has been no substantive theory
that combines CC and IV features
and maps them to known heuristics
and biases as CVs. The research is
inductively developing new substantive
theory that can be tested and refined
deductively through experimentation.
DEHCO is implemented in an MS Excel
spreadsheet that does not employ
macros or ActiveX controls to enable
end user testing of the method. Upon
completion of the research DEHCO
will be at Technology Readiness
Level (TRL 5-6) and ready for wider

development and testing in an
operational context.
Divers investigating a submarine
uncover smuggled ‘dodgy’
information. The sweeping radar of
the magnifying glass is analogous
to Defence and Security analysts
investigating website content
by applying DEHCO. Data points
distributed across the quadrants
(Q1-Q4) capture the CC and IV feature
combinations detected. The presence
of more data points in Q3 and
particularly Q4 suggest how content
is being presented to exploit CVs.
Data points in Q4 reflect invalid
content presented within a highly
credible context (e.g. ideologically
driven news site or sites offering
alternative clinically unproven
medical treatments). This suggests
deceptive/misleading information is

being smuggled in a deliberate and
targeted way; any verbal/nonverbal
(images and video) content is likely
to be nuanced. Data points in Q3
imply invalid content is presented in
a low credibility context (e.g. racially
motivated website with a chat forum
that includes abusive and/or emotive
language, anonymous postings).
Data points in Q2 reflect the presence
of valid information presented within a
credible context (e.g. reputable nonaligned news portal or mainstream
religious information site). Data points in
Q1 indicate the presence of valid content
within a low credibility context (e.g. a
scientist’s personal research blog).
The research would be of particular
interest to MOD, Permanent Joint
Headquarters (PJHQ), UK Intelligence
Services, wider defence and security
and other government departments.

Research by
Dr Marie Cahillane, Piers MacLean and Dr Victoria Smy
The research is funded by the Defence Science and
Technology Laboratory (DSTL) through the Defence
and Security Accelerator (DASA) Phase 2 Behavioural
Analytics Themed Competition.
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Capture:
New diagnostic
systems for
breast cancer

A crucial element of developing new
military materials including explosives
and armour, is to fully understand
relationships between their chemistry,
how they perform and how they
interact with their environments. To do
this requires a wide range of scientific
tools that can examine materials at
atomic and molecular scales. This
work is routinely undertaken by
scientists and researchers within the
Forensic Laboratories at Cranfield
Defence and Security (CDS). The
expertise required to interpret findings
from military material studies are also
now finding a wider utility in medicine.
A new, international team, led by CDS,
has been contributing their expertise
to the development of new and novel
methods for detecting breast cancer.
Within the UK there are more than
55000 new cases of breast cancer
diagnosed every year (worldwide more
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than 1.7m) and the annual economic
cost of breast cancer to the UK is in
excess of £1.5bn. Early and accurate
diagnoses are critical for effective
treatments and improved survival
rates. Mammography (radiography
of the breast) is a successful frontline tool used by medical doctors to
detect cancer. However, although
mammography is very effective at
detecting cancer, it also produces
many ‘false positive’ results which
cause significant patient distress and
unnecessary, further invasive testing.
The team at CDS is applying their
materials expertise to provide doctors
with enhanced intelligence concerning
patient diagnostics, thus significantly
reducing false positive rates.
Human body tissues, including those
of the breast, are complex mixtures of
many thousands of molecules each
with a specific function and each in a
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constant state of change. As a result
of mammography, radiologists also
observe very small particles of a bonelike substance particularly, although
not exclusively, associated with breast
cancer. These ‘microcalcifications’ are
often the first sign of a developing
tumour, but until recently very little
was known about their chemistry or
what caused them to form in the first
place. The CDS team’s first exciting
breakthrough was to show a definite
relationship between microcalcification
and the type of tissue where it was
being formed. This meant that the
biochemical environment of the
breast tissue was being recorded
(immortalised) in the chemistry of the
microcalcifications and thus could
provide valuable diagnostic information.
The significance of this finding is such
that many other worldwide research
groups at institutions such as MIT
and Europe’s Max Planck have now

repeated the measurements and
confirmed the findings.
The physical size of microcalcifications
(on average, about the diameter of a
human hair) makes them challenging
to study. The team uses state-of-the-art
equipment at the UK’s Diamond Light
Source to undertake a component of
the work. Extremely high brightness
X-ray beams are fired at very thin
tissue sections containing the
microcalcifications and this produces
X-ray scatter signatures that carry the
valuable, clinical information. These
measurements are complemented
by other analytical probes such as
spectroscopy and electron
microscopy which, together, produce
vivid models of microcalcifications
and a much more enlightened
understanding of their formation
mechanisms. In the future, clinical
application of these findings for

accurate diagnostics will involve
two pathways: one utilising tissue
specimens and the other, and perhaps
more exciting direction, moving
towards undertaking the analyses
within patients. Whilst very much
more challenging, projects are already
underway or in the planning stage to
address the latter pathway.
The team is currently working on
two major research projects funded
by the Medical Research Council
and Cancer Research UK. The
projects are challenging, requiring a
multidisciplinary approach that
includes leading medical doctors from
Guys and Gloucester hospitals and
researchers from Cranfield, Exeter and
Keele Universities. The Cancer Research
UK project also involves collaborators
from Duke University in the USA and
the Netherlands Cancer Institute.
Research by
Professor Keith Rogers, Dr Robert Scott and Sarah
Gosling in collaboration with academic teams at KCL,
Exeter and Keele Universities and clinical teams at
Guys and Gloucester Hospital Trusts.
Image
Diamond Light Source aerial view
Copyright of Diamond Light Source Ltd 2021
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A platform for
responsive
conversational
agents to enhance
engagement
and sensitive
disclosures
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Conversational agents are an
increasingly common form of
interaction on the internet. These
agents are pieces of software that
interact with humans using natural
language; these are most commonly
encountered whilst web-browsing.
Over the last few years, these have
improved from simple rule-based
chatbots to AI-powered systems
that can assist users with complex
decisions. There is an increasing
appetite for conversational agents
to be deployed to help organisations
and service providers interact with
their customers/users. Our research
focuses on how chatbots should be
designed and how their interaction
with the customer can be dynamically
tailored to elicit accurate disclosures
even when customers must make
sensitive disclosures.

In this research, we focus on applying
conversational agents where there
is a requirement for a user to make
sensitive disclosures. Our focus is on
medical, financial, and defence and
security scenarios, where eliciting
an accurate disclosure is key to
achieving a successful outcome,
whether an accurate medical
diagnosis, financial advice or
security outcome.
We initially focus on what makes
disclosures sensitive and contrast a
representative sample of UK citizens’
perspectives with citizens from
Germany, Brazil, and the US. Whilst
there are some similarities to what
makes a disclosure sensitive, there
are some subtle differences between
citizens of different nationalities. For
example, data items such as income
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level, private phone number and home
address were perceived as far more
sensitive to UK citizens than those
citizens from other nationalities.
Others such as credit score,
passwords and national identity
numbers were all rated similarly
across the nationalities. Conversely,
some data items such as sexual
orientation were rated considerably
higher by UK citizens than citizens of
other nationalities. We also identified
data items with a perceived sensitivity
that was different across ages (e.g.
credit score, date of birth), genders
(e.g. criminal records, sexually
transmitted diseases) and education
level (e.g. sex life, political affiliation).
These differences in nationality,
age, gender and education level
provide challenges when providing a
legislative framework supporting all
citizens’ welfare. These differences

also highlight some of the challenges
of using machines to elicit disclosures
that individual users may consider
to be more or less sensitive than the
system designer.
Using a set of scenarios, we
explored conversational agents’
effect on encouraging accurate
disclosures of these sensitive data
items in the healthcare and finance
domains. Using these scenarios, we
identified that, in general, there was
a preference for disclosing sensitive
information to humans rather
than conversational agents. This
preference is particularly apparent
when considering the healthcare
domain when dealing with
health-related sensitive information.
Almost all users prefer to disclose the
information to a human rather than a
conversational agent.

The preference was less apparent
within the finance domain than the
health domain. However, some data
items (such as credit score) showed
a slight preference for disclosing to a
human rather than a conversational
agent. However, in the finance
domain, a conversational agent
appeared to inhibit disclosures less
than in the health domain.

?

The final part of the project is to
validate these theoretical scenarios
with a unique experimental process.
This methodological framework
will be released to the community
to enable an evidence-based
approach to deploying conversational
agents when sensitive disclosures
are required.

Research by
Dr Duncan Hodges in collaboration with colleagues at
the University of Kent, the University of East Anglia and
Oxford Brookes University.
This work is funded by the Engineering and Physical
Sciences Research Council.
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