IT User Registration Example

The reworked IT user registration procedure with integrated multi-factor authentication (MFA)
setup.

Your User Registration Request SN
. Cranfield University <servicedesk@cranfield.ac.uk> @ « & ~
To: Kenneth Caines Wed 30/08/2023 09:53

Cc: Ruth Gardener

Start reply with: [ 3 schedule a meeting H | accept! H Completed.

Dear test test,

Welcome to Cranfield University.

Cranfield | Please use the code V6aOBNnNkJOVHe0Bfwgh to register for your Cranfield username. If you
University | already have a username, you should also re-register to keep it active. This invitation expires in

seven days. Please contact the IT Service Desk in the event that you need to renew your
invitation.

Register

Kind regards
IT Service Desk

The IT Service Desk is also available to help you resolve issues or provide additional support.
Service Desk opening hours are 8am-6pm, Mon - Fri.
Online: hitps://servicedesk.cranfield.ac.uk

Email: servicedesk@cranfield.ac.uk
Tel: +44 (0)1234 75 4199

= Reply 4~ Reply all ~* Forward



The new user receives an invitation email with a one-time use security code to register for their
username. The email contains a button to take them to our registration portal.

IT Registration x +

webapps3.cranfield.ac.uk

Register for a Cranfield University username

Email®

Invitation Code™ TvXRdg2KT6vRqFP100bz

Cranfield University's IT user policy and procedures

The registration form reveals each section as the user progresses through the registration process.



IT Registration x +

webapps3.cranfield.ac.uk

Register for a Cranfield University username

Email®
Invitation Code™ TvXRdg2KT6VRqFP100bz
Cranfield University's IT user policy and procedures
AGREED
Yes
No

The user has to agree to our terms and conditions and indicate whether they already have Cranfield
user credentials.



IT Registration x +

webapps3.cranfield.ac.uk

Email®
Invitation Code™ TvXRdg2KTévRqFP100bz
Cranfield University's IT user policy and procedures
AGREED

Password”

Verify*

A password is required to setup a new account.
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webapps3.cranfield.ac.uk

Password”

Verify”

Username Test.Person@cranfield.ac.uk
Short form Test.Person

Password as above

Display name Test1 Person

video

Please Note: The MFA setup must be completed within 30 minutes otherwise your account will be deleted, and you will
need to start the user registration process again. You must click the 'Done’ button on the MFA success screen to retum
to this registration portal and complete the process.

Credentials and instructions for setting up MFA are provided. The next button takes the user to
Microsoft’s security portal for this.



& Signintoyouraccount x +

login.microsoftonline.com,

pmail@ ac.uk or username @cranfield.ac.L

Forgotten your password?

Please login using your Cranfield email address (e.g
&.mail@cranfield.ac.uk) or username
(x23456@cranfield.ac.uk) and password.

@\ sign-in options

The user is asked to login with their new credentials.



® My Sign-ins | Register | x  +

mysignins.microsoft.com

Keep your account secure
Method 1 of 2: App

(/] 2

App Phone

Microsoft Authenticator

6 Start by getting the app

i On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose “Next"

I want to use a different authenticator app

Lwant to set up a different method

The user should follow the instructions on screen.



® My Sign-ins | Register | x  +

mysignins.microsoft.com

Keep your account secure
Method 2 of 2: Done
App Phone

Success!

Great job! You have successfully set up your security info. Choose *Done" to continue signing in

Default sign-in method:

% Phane

A
Microsoft Authenticator

Until all authentication methods have been configured. Clicking next here returns the user to our IT
registration portal to finalise the account set-up.



IT Registration X webapps3.apps.cranfiel

webapps3.apps.cranfieldac.uk

IT Account Registration - completed

Username Test.Person@cranfield.ac.uk
Short form Test.Person
Display name Test1 Person
IT users' Policy and
procedures.

IT users' policy and procedures

Microsoft Intune user help pages.

device exception request form from the Self-service portal

My Account (Microsoft.com)

The final summary screen repeats the user’s credentials and provides further details.
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