Password policy and
Cranfield guidance for Information
Technology (IT) systems

Information Technology

University

Passwords are an important aspect of computer security and the failure to use
strong passwords may lead to the compromise of information and information
systems.

1. Purpose

This policy establishes a minimum standard for the creation and use of passwords, which are used
in conjunction with multi-factor authentication to validate access to IT systems and services.

2.Scope

This policy applies to any person registered to use Cranfield University IT systems and services
which includes staff, students, third party contractors, and any other affiliated personnel.

3. Policy

When creating strong passwords users need to ensure that they:
e use a unique password for their University account — i.e. it must not be used to access any
non-University systems or services
use 3 randomly selected words' and add numbers or special characters
are a minimum of 12* characters (with no set maximum) for standard user accounts
are a minimum of 15 characters for Admin accounts
do not contain the user’s account name
do not use common passwords e.g. “Cranfield!” or “Pa55word”
do not use easily discoverable information such as name of favourite sports team
do not contain 2 consecutive characters of the user’s full name
contain a mix of characters from 3 of the following 4 categories:
o uppercase letters (A-2)
o lowercase letters (a-z)
o numbers (0-9)
o special characters (for example, !, $, @, %)
e are changed immediately if advised to do so, or you believe they have been compromised or
become known
e are not shared or disclosed

* Mobile devices such as smartphones/tablets/laptops must use access controls, be a minimum of
6 characters (which can be further strengthened by the use of pattern-matching or biometric
authentication controls) and follow the above complexity rules, where possible.
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Note: If a user changes their password on a device that is not connected to the Cranfield campus,
they will need to continue to log in to the device with their previous password, whilst using the new
password to access University IT services. This will continue until they next connect to the
Cranfield campus network.

4. Security controls

To protect against ‘brute-force’ attacks all internet-facing services will have lock-out mechanisms
to deter repeated attempts to guess account details. These mechanisms will ensure that the
account is temporarily suspended under such conditions.

All University IT systems will be configured to ensure that passwords can only be transmitted in an
encrypted format to reduce the risk of compromise via interception. Any passwords stored by the
University will be in an encrypted format that includes ‘password salting’ to ensure that actual
passwords cannot be recovered from the stored hashes (irreversible ciphertext generated from
plaintext).

The IT Service Desk will never ask for full details of your password or other security credentials

If you need to physically record a password, then this should be stored in a suitably secure
location e.g., sealed envelope in a secure cupboard/drawer.

In addition, the use of commercial password management applications can be used where users
have a need to record a large number of passwords and further advice can be sought from IT
Security (I Tsecurity@cranfield.ac.uk).

5. Password management

Passwords should always have a meaning and be difficult to guess but easy to remember. As they
are valuable, they should always be kept safe from prying eyes!

When choosing passwords, to meet the length and complexity rules you could try using the

following methods:

e use 3 randomly selected words? “photo”, “bottle”, “poppy” then add numbers or special
characters to form “photo8ottIEpoPPy*”

o use the first letter of each word in a memorable phrase, saying, nursery rhyme or song title e.g.
“Do you know the way to San Jose” becomes dOyKtw@y2SJ?

e use an ordinary word or phrase and change, delete, or add characters so that it becomes
nonsensical e.g., Cranfield = £r@nSielDuN!

e try typing entire passphrases, such as “Wonderful weather today” but substituting some letters
with numbers and special characters e.g. “Wond3rfulwe@thertoday?”

If you suspect that your account has been compromised, or abused, or is always ‘locked’ out when
you want to use it, please notify the IT Service Desk, and change it immediately.

6. Resetting your password

If you have forgotten your password, been advised to change it or have been locked out of your
account, you can use your Microsoft account security info and mobile phone/personal email
address to create a new one.
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Note: You must have at least two methods of authentication in place for the password reset tool to
work. If you don’t already have this in place, please contact the IT Service desk.

Follow the instructions in IT26_Changing_your_password and use:
https://passwordreset.microsoftonline.com/.
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